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Abstract
Tracking vulnerabilities inherited from third-party open-source
software is a well-known challenge, often addressed by tracing the
threads of dependency information. At scale, existing approaches
precompute the vulnerable versions of software associated with
known CVEs, based on declared impacted versions or using lo-
cal history analysis. However, vulnerabilities can also propagate
through forking: a repository forked after a vulnerability is intro-
duced but before it is patched may remain vulnerable long after
the original repository has been fixed. Existing history analysis
approaches analyze only the repository referenced by the CVE,
providing a local view of the ecosystem that excludes forks shar-
ing part of its development history. Vulnerabilities disclosed and
patched elsewhere in a fork ecosystem may therefore persist as
one-day (known but unpatched) vulnerabilities without fork main-
tainers’ awareness. This paper proposes a global history analysis
approach that conforms to the evaluation semantics defined by the
OpenSSF Open Source Vulnerability (OSV) format, while extending
them from repository-local histories to the global commit graph of
the open-source ecosystem. Leveraging the graph of public code
captured by Software Heritage, our approach propagates vulnera-
bility introduction and fix information across shared commit histo-
ries and performs automated impact analysis. Starting from 7162
repositories containing vulnerable commits listed in the OSV.dev
vulnerability database, we propagate vulnerability information to
2.2 million forks. We evaluate our approach on a sample of 195
⟨fork, vulnerability⟩ pairs from popular repositories, manually au-
diting their code and contacting their maintainers for confirmation
and responsible disclosure. This process identified 135 high-severity
one-day vulnerabilities, achieving a precision of 0.69, with 9 cases
confirmed by maintainers.
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1 Introduction
Open-Source Software (OSS) plays a critical role in the global digital
infrastructure [19], its popularity having increased greatly over the
past decades thanks to its unrivaled ease of code reuse. OSS reuse
is now a central practice in the software supply chain but can be
considered a “double-edged sword” [16], offering security benefits
by involving a broader set of actors in maintaining code security,
while also posing risks when vulnerabilities in reused software are
not fixed in a timely manner or when reuse increases the attack
surface (e.g., supply chain attacks).

There are two main mechanisms for the reuse of OSS [4]: depen-
dencies and forks. The dependency mechanism involves calling into
the code of a separate, freely licensed software via its API. Forking
means reusing the source code of an existing OSS to establish a
separate development trajectory, resulting in distinct software [50].
Forking serves multiple purposes: facilitating large-scale develop-
ment through a GitFlow-like approach [39], addressing conflicts
within the community, or extending functionality without integrat-
ing new ideas upstream [34, 51]. This can be observed empirically:
more than 40% of repositories hosted on GitHub are forks1.

The security of the global open-source ecosystem has attracted
significant attention in recent years, particularly in thewake of high-
profile software supply chain attacks on specific dependencies [24].
To address these growing risks, governments have introduced reg-
ulations requiring the software industry to identify and document
the software supply chain. In the United States, Executive Order
14028 [44] pushes for the use of Software Bills of Materials (SBOMs),
defined as “formal records containing the details and supply chain
relationships of the various components used in building software.”
Similarly, the European Union’s Cyber Resilience Act (CRA) [14]
strengthens the security standards for digital products and holds
“manufacturers” of digital services responsible for security issues

1Analysis based on an export of Software Heritage as of April 3, 2024
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in their supply chain, including those arising from reused software.
These regulations place responsibility on service manufacturers to
conduct appropriate audits and remediate vulnerabilities related to
reused code.

Most research in this area has focused on the challenges associ-
ated with secure dependency management [18]. The risk of vulner-
ability propagation through dependencies is well documented in
the literature, which emphasizes the need for thorough audits to
identify vulnerabilities and implement mitigation measures, such
as upgrading to a secure version (or applying the corresponding
patches) as quickly as possible. The need to assess dependency-
related vulnerabilities has driven the development of tools such as
GitHub Dependabot [15] and OSV-Scanner [17], which leverage
vulnerability databases built from either manual annotations or
history analysis.

The security implications of fork-based reuse have received com-
paratively less attention, in stark contrast to how widespread and
foundational fork-based reuse is in major OSS: the Linux kernel, for
instance, has numerous forks, including prominent derived kernels
such as Android.

Problem statement. This paper focuses on the underexplored
topic of “cross-fork” vulnerability propagation in the open-source
ecosystem. Forks share parts of a common code history, and a
vulnerability identified in one fork is likely to affect others, de-
pending on when forking happened and how changes in the initial
(“upstream”) code repository are incorporated into (“downstream”)
forks. For example, if a downstream code repository is forked after
an upstream commit that introduces a “high severity” vulnerabil-
ity and before the corresponding commit that fixes it (assuming it
already exists), the downstream code repository will most likely
remain vulnerable until a fixing commit is merged back there. From
the moment the vulnerability is discovered and the fix commit is in-
tegrated, the downstream code repository is affected by a so-called
one-day vulnerability: a known, but unpatched vulnerability.

Existing history analysis approaches, used to identify the vulner-
able software versions impacted by a CVE, analyze only the reposi-
tory referenced by the CVE, providing a local view of the ecosystem
that excludes forks sharing part of its development history. Vulner-
abilities disclosed and patched elsewhere in a fork ecosystem may
therefore persist as one-day (known but unpatched) vulnerabilities.

Given the current lack of approaches and tools to track cross-fork
vulnerability propagation, fork maintainers are tasked with manu-
ally tracking vulnerabilities associated with their fork ecosystem
and assessing, for each vulnerability, whether it applies to them
and if the corresponding fixes have been integrated. Fork users are
also impacted, due to the fact that only major, well-known forks
are tracked by vulnerability databases: users of the myriad other
forks will generally be unaware that they are impacted by upstream
one-day vulnerabilities inherited via forking.

Addressing this issue requires: (1) identifying forks, ideally at a
global scale; (2) keeping track of which commits introduce and fix
security vulnerabilities; and (3) propagating the information about
which commits are vulnerable, from upstream OSS to downstream
forks. This challenge is compounded by the diverse and heteroge-
neous nature of software forges (GitHub, GitLab in multiple self-
hosted instances. . . ) and the use of different version control systems

(Git, Mercurial, Subversion. . . ). To tackle this challenge, we propose
shifting from repository-local history analysis to a global history
analysis of the open-source ecosystem. Rather than analyzing each
repository in isolation, our approach operates on a representation
of the global commit graph that connects repositories through their
shared development histories, enabling vulnerability information
to be propagated across entire fork ecosystems.

Contributions. This paper introduces the following contribu-
tions:

• A global history analysis approach that conforms to the evalu-
ation semantics defined by the OSV format, while extending
them from repository-local histories to the global commit
graph of the open-source ecosystem, thereby enabling fork
maintainers to identify one-day vulnerabilities by tracking
introducing and fixing commits across fork ecosystems.

• An implementation of the approach that can scale to the
complete Software Heritage commit graph (consisting of
more than 5 billion unique commits), enabling commit-level
vulnerability tracking across heterogeneous public forges
and version control systems.

• A large-scale study showing that, starting from 7162 reposito-
ries, referenced in the OSV database as having been affected
by vulnerabilities in the past, vulnerabilities propagate to 2.2
million potentially impacted forks.

• The evaluation of the approach on a sample of real, high-
impact one-day vulnerabilities in independent forks. After
filtering for significant use (based on GitHub stars) and sever-
ity (based on CVSS scores), we identified 135 cases of vul-
nerabilities (precision 0.69) and obtained further positive
confirmation from maintainers for 9 high-severity one-day
vulnerabilities.

Data availability statement. A replication package of the experi-
ments presented in this paper is available online [33].

2 Background
Forking. This open-source practice consists in creating a new

code repository from an existing one, usually preserving prior
development history. Traditionally, “forking” meant splitting de-
velopment efforts to bring an OSS in a different technical direction
than intended by current maintainers, resulting in distinct soft-
ware, referred to as a hard fork. With the advent of collaborative
code hosting platforms [10], a new kind of fork has emerged, called
social fork: contributors create personal forks of an OSS to pro-
pose changes via pull/merge requests [51]. Social forks tend to be
ephemeral, but some grow their own user base, blurring the lines
between hard and social forks.

In this paper, to discover forks of an OSS, we rely on the structural
properties of the global commit graph produced by distributed
version control systems (DVCSs) like Git, using the definition of
shared commit fork from Pietri et al. [36]: “a code repository 𝐵 is a
shared commit fork of code repository 𝐴, [. . . ] if there exists a commit
𝑐 contained in the development histories of both𝐴 and 𝐵.” This notion
is undirected—𝐴 is a fork of 𝐵 and vice-versa as soon as they share
a commit—so we refer to a fork ecosystem as a group of repositories
that are all forks of each other. This definition is broader than the
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forge-specific “fork” relation, and enables detecting forks that were
not created through the “fork button”, including repositories pushed
independently and “cross-forge” forks hosted on different platforms
(e.g., a GitLab.com fork of a GitHub repository).

Detection of vulnerabilities induced by code reuse. Analyzing de-
pendencies at scale is now common practice with tools such as
GitHub Dependabot [15] and OSV-Scanner [17]: they first build a
database mapping known vulnerabilities to affected software ver-
sions, then analyze a given repository’s dependencies against that
database. Ideally, static or dynamic detection techniques (cf. Sec-
tion 5) would identify affected versions for the database, but these
are often language-specific and too resource-intensive to apply at
scale, as they typically require file-level analysis. Instead, many
tools rely either on manually declared affected-version lists in CVE
records, or on techniques that mine version control history to au-
tomatically identify vulnerable versions (e.g., OSV). We refer to
the latter as history analysis techniques: unlike static or dynamic
analysis, they rely solely on the commit graph, identifying ver-
sions that contain the vulnerability-introducing commit without
the corresponding patch commit, which lets them scale efficiently
by avoiding file-level analysis.

OSV (Open-Source Vulnerabilities). This OpenSSF project2 con-
sists of (1) a standard format3 to describe vulnerabilities affecting
OSS, and (2) a public database of vulnerability advisories in that for-
mat, aggregating security information from more than 20 software
ecosystems. The OSV format associates vulnerabilities with version
ranges, described as sequences of events. For example, an introduced
event refers to the version where the vulnerability was introduced,
and a fixed event refers to the version containing the patch. The
format also defines events related to practical requirements, such
as last_affected, which is used to reference the first known ver-
sion without the vulnerability when the exact patch version is not
known. Versions can be specified as version numbers or Git commit
SHA1s; reasoning at the commit level enables more fine-grained
analyses than version numbers and is particularly useful when
studying forks. In the remainder of the paper, we only consider
OSV vulnerabilities whose ranges are described using Git ranges.

The OSV database backs an API that answers queries like “Is
version X of software Y affected by any known vulnerability?”, where
“version” can likewise be a Git commit identifier. To answer such
queries, OSV periodically crawls the repositories associated with
a vulnerability and evaluates an algorithm (part of the OSV stan-
dard), maintaining an up-to-date commit →∗ vulnerability relation-
ship. Crucially, OSV only knows about commits in the upstream
repository, and would produce false negatives when queried about
commits only found in downstream forks.

Software Heritage (SWH). The largest public archive of software
source code and associated development history [8], SWH archives
code from more than 400 million OSS projects coming from devel-
opment forges (GitHub, GitLab, etc.) and package manager reposi-
tories, comprising to date more than 20 billion files and 5 billion
commits4. The SWH data model is a deduplicated Merkle directed

2https://osv.dev
3https://ossf.github.io/osv-schema
4https://www.softwareheritage.org

acyclic graph (DAG) structure [32], with nodes representing source
code artifacts, including (Git) commits and releases, each identified
by a unique and persistent “SoftWare Hash IDentifier” (SWHID)5
that is, for commits, mutually derivable with the corresponding
Git identifier. The SWH graph, the best current approximation of
the global commit graph, is formed by around 50 billion nodes
and 0.5 trillion arcs, and can be loaded into main memory using a
compressed representation [37] that allows scale-up analyses that
would be prohibitively costly in other representations.

In the SWH graph, repositories are represented as origins asso-
ciated with snapshots, which reference commits corresponding to
branch heads. The deduplication property of the SWH graph makes
it particularly useful for studying forks: forks hosted on different
platforms, as well as those independently pushed to the same plat-
form, become part of the same connected component of the graph,
allowing forks to be studied globally, as previously done in [36].

3 Tracking vulnerable commits across fork
ecosystems

We propose to track commits that introduce and fix known vul-
nerabilities at a global-scale, rather than on a per-repository basis.
We postulate, and later verify experimentally, that this novel ap-
proach will let us identify forks of open-source projects affected by
one-day vulnerabilities, unknown to their maintainers and other
downstream stakeholders in the open-source software supply chain.

3.1 Challenge
Current history analysis approaches for identifying specific commits
affected by a vulnerability rely on local (repository-level) analysis.
For example, in the case of OSV.dev, the Git history of each code
repository associated in the past with at least one vulnerability is
cloned and analyzed separately to detect vulnerable commits. A
database of vulnerable commits is then used as a backend for an
API that allows looking up vulnerabilities associated with a given
commit. Forks of OSS share part of a common development history
with their parent code repository, potentially inheriting unfixed
vulnerabilities. Local history analyses (i.e., analyses performed on a
local model, such as an individual Git repository, as opposed to a
global model, such as the Software Heritage (SWH) archive), induce
a “blind spot” problem that can result in one-day vulnerabilities
being overlooked in forks.

Let us look at a real case of an unpatched fork involving a vulner-
ability with a high severity on the Common Vulnerability Scoring
System (CVSS), identified as CVE-2019-13164,6 impacting PANDA,
a fork of QEMU. QEMU [3] is a well-known open-source generic
machine emulator and virtualizer, whereas “PANDA is an open-
source platform for architecture-Neutral dynamic analysis [. . . ]
built upon the QEMU whole system emulator.”7 PANDA started as
a hard fork of QEMU and then evolved independently for over a
decade, rarely integrating commits from the upstream code reposi-
tory. Owing to their initially shared development history, PANDA
inherits vulnerabilities present in QEMU at the time of the fork,
including CVE-2019-13164.

5https://swhid.org, ISO/IEC standard 18670:2025
6https://nvd.nist.gov/vuln/detail/CVE-2019-13164
7https://panda.re
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Figure 1: QEMU Git history: local repository-level analysis.
Note that commits are built bottom-up on previous ones. Most recent
commits are hence graph roots, shown on the right in the picture.
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Figure 2: Propagation of vulnerable commits from upstream
QEMU repository to its downstream PANDA fork.

Figure 1 illustrates the vulnerable commits in QEMU Git history,
identified with a local analysis such as OSV.dev. In this situation, the
QEMU Git repository, referenced in the OSV vulnerability report, is
cloned and commits between the introduction and fix commit are
listed and considered as vulnerable. This specific vulnerability is
considered to be already present in the initial Git commit of QEMU
(e63c3dc) and was eventually fixed in commit 03d7712.

Figure 2 depicts a portion of the PANDA Git history, which does
not include the fix commit 03d7712. The portion of the history high-
lighted in the blue box is shared with QEMU. The commits in this
portion are identical to those in the QEMU repository, as indicated
by their matching Git identifiers. Therefore, these commits are al-
ready considered vulnerable with QEMU local analysis (cf. Figure 1).
In contrast, the subsequent portion of PANDA’s Git history contains
vulnerable commits that are exclusive to PANDA and, therefore, lie
entirely beyond the scope of QEMU’s local analysis. Neither is the
PANDA repository analyzed separately: the OSS is not referenced
in the associated vulnerability report, leading to an overlooked one-
day vulnerability. Note that the new vulnerable commits in PANDA
history have commit identities (as SHA1 identifiers) missing from
the upstream QEMU repository. Therefore they cannot be spotted
as vulnerable based on commit identities only, because they will not
be found in vulnerability databases which only crawl the original
repositories or, at best, noteworthy hard forks.

Handling these cases requires a two-step process: first, iden-
tify all forks that may be impacted by a vulnerability, and second,
analyze each of them. However, identifying all forks of a code repos-
itory requires systematically examining open-source repositories
across multiple code-hosting platforms. Even if a comprehensive
list of public forks of a given vulnerable upstream code repository
could be obtained, analyzing each fork individually would lead to
significant redundancy in the effort. Forking a code repository is
cheap, whereas vulnerability tracking is resource-intensive.
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Figure 3: Running example on SWHmodel

3.2 Approach
To address this challenge, we introduce a new history analysis
approach based on a global model of commits, such as the one
materialized by SWH (see Section 2). In this model, code histories
are deduplicated and thus linked together through the identities
of shared commits. Figure 3 recasts our QEMU/PANDA example
in the context of a global commit model (here, SWH). The list of
vulnerable commits can now be identified by listing commit nodes
between introduction and fix commits. As a result, all commits
in PANDA that were not detectable as vulnerable by separately
analyzing the two repositories can now be spotted: by propagating
the information that commit e63c3dc introduced the vulnerability
and that commit 03d7712 fixed it, we can detect all PANDA commits
starting at commit 16321d2 as potentially vulnerable.

To implement this idea in practice, we need to “label” each com-
mit in the global commit graphwith the set of known vulnerabilities
affecting it. We obtain these labels by propagating commit-level
information about which commits introduce or fix vulnerabilities
from upstream repositories to downstream forks. Our algorithm
formalizes the evaluation semantics of OSV,8 which is applied in
that context to individual repositories, and generalizes it to the
global commit graph.

Given a vulnerability range 𝑅, we perform a depth-first traversal
of the global commit graph starting from the introducing (intro)
commits, propagating a patched/unpatched status forward to ev-
ery reachable commit: a commit is marked patched as soon as it is
itself a fixing (fixed) commit, or when any of its parents is already
patched (so a merge commit is patched if at least one of its parents
is). Beyond the intro and fixed events used here, the OSV standard
also defines edge-case events—last_affected and limit—whose
handling, together with reintroductions of the same vulnerability
along different branches, follows the OSV evaluation semantics
that our algorithm generalizes to the global commit graph. This
process is repeated independently for each vulnerability range, and
the results are aggregated into a global mapping from commits to
the vulnerabilities affecting them. Although identifying vulnerable
commits between introduction and fix may seem straightforward,

8https://ossf.github.io/osv-schema/#evaluation

OSV.dev
https://ossf.github.io/osv-schema/#evaluation
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this formalization is needed to correctly handle the full range of
event types defined by the OSV standard. An implementation of
our approach is available in the replication package [33].

We described our automated approach for propagating commit-
level vulnerability information from a code repository history to
its forks using a unified model at the global scale of all publicly
available commits. Before using this approach to look for actual
one-day vulnerabilities (Section 4), we first need to check that it is
practically feasible to propagate introduction/fix information across
the global commit graph despite its size—from around 100K–1M
commits for a single repository to billions of commits at the global
scale. Once this is established, the propagation of introduction/fix
information leads to the identification of potentially vulnerable
commits in all forks of a given open-source project. It is only “po-
tential” at this stage, because forks that contain introducing, but
not fixing, commits can be unaffected by a vulnerability for reasons
we will explore and address in Section 4.

3.3 Experimental protocol
To validate this propagation at scale, we execute a three-step experi-
mental protocol to propagate OSV vulnerability information across
the global commit graph from Software Heritage. Figure 4 presents
an overview of the three steps of our experimental protocol.

Data collection Data Preparation
2

Commit Labelling
3

SWH-graph 
2024-05-16

1

OSV database 
2024-11-27

Introduction

Fix

Data cleaning and 
augmentation 

Propagation algorithm 

Figure 4: Overview of the experimental protocol steps for
global propagation

Step 1: Data Collection. We retrieve two key datasets: (1) a recent
export of the global commit graph from Software Heritage9 (version
2024-05-16), and (2) vulnerability information exported from OSV10

as of 2024-11-27.

Step 2: Data Preparation. We perform data cleaning and augmen-
tation on the OSV dataset. We identify and exclude ranges with
inconsistencies, such as multiple event types pointing to the same
commit or formatting issues. We also exclude ranges containing
events that reference commits absent from the SWH graph (e.g.,
commits more recent than our dataset snapshot). For data augmen-
tation, we handle two special cases. First, when a vulnerability
range specifies “0” as the introduction event (indicating the vulner-
ability existed from the repository’s inception), we identify the leaf
commits of the associated repositories to complete the range. Sec-
ond, we detect cherry-picked events across branches (potentially
spanning different forks) by identifying commit messages contain-
ing the default Git pattern “cherry picked from commit. . . ”.
We add these detected cherry-picked commits as additional events
within the same range.

9https://docs.softwareheritage.org/devel/swh-dataset/graph/dataset.html.
10https://google.github.io/osv.dev/data/#data-dumps

Step 3: Commit Labeling. We apply the propagation algorithm
described in Section 3.2 to the SWH commit graph using the aug-
mented OSV ranges. The output is a comprehensive mapping from
all SWH commits to their associated OSV vulnerability ranges. All
experiments were run on a server with 16 × 32GiB DDR4 memory,
3200MHz; 6 TiB of SSD storage; 2× AMD EPYC 7543 32-core CPUs,
2.8 GHz; Ubuntu 22.04.

3.4 Results
Figure 5 shows that, after commit labeling (step 3), starting from a
set of 7162 repositories referenced by OSV, we identified 2.2 mil-
lion forks containing at least one presumed vulnerable commit.
Note that we filter forks to keep only those containing at least one
presumed vulnerable commit that is missing from the upstream
repository. This excludes the trivial cases where downstream forks
have not diverged from upstream in ways that are relevant for
one-day vulnerabilities. Such cases can already be handled with
state-of-the-art history analysis approaches, and are hence uninter-
esting for our experimental validation.

On average, each upstream repository affected at some point in
its development history by at least one known vulnerability propa-
gates it to 432 forks, which might remain affected. A first quartile of
0 and a median of 5 suggest that a few upstream repositories have a
large number of potentially vulnerable forks. Although the majority
of vulnerable forks are hosted on GitHub, potentially vulnerable
commits are spread across 312 distinct forges (by Internet domain
name), confirming that vulnerable forks tend to spread around:
platform-specific solutions are not enough to track them all.

104 105 106 107
Forks

Original repository

2 270 180

7 162

(a) Number of forks compared to upstream repositories

0 50 100 150 200

Median: 5 Q1: 0 Q3: 83 Mean: 432 Max: 156549 Std: 3486

(b) Distribution of the number of forks, by upstream code reposi-
tory
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(c) Number of forks by forge

Figure 5: Forks of OSV-referenced repositories, having at
least one new vulnerable commit.

As shown in Figure 6, we identified 158.9 million commits as
potentially vulnerable, 86.3 million of which can only be found

https://docs.softwareheritage.org/devel/swh-dataset/graph/dataset.html
https://google.github.io/osv.dev/data/#data-dumps
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in fork histories (by commit identity), accounting for 54.3% of all
potentially vulnerable commits.

0.0 0.2 0.4 0.6 0.8 1.0
1e8

Upstream repositories

Associated forks

72 624 980

86 253 591

Figure 6: Number of new vulnerable commits in forks com-
pared to upstream repositories

Takeaway: Starting from 7162 repositories, our global his-
tory analysis approach scales to the global commit graph,
enabling tracking of vulnerability introductions and fixes
across 2.2 million forks on 312 forges.

4 Detecting one-day vulnerable forks
In the previous section, we propagated vulnerability information
across the global commit graph. In this section, we evaluate our
global history analysis in the scenario of detecting one-day vulnera-
ble forks: forks that remain vulnerable in their latest revision to a
vulnerability already patched elsewhere in their fork ecosystem.

Our global history analysis propagated vulnerability information
across 2.2 million forks, identifying 86.3 million potentially vulner-
able commits not present in upstream repositories. However, the
presence of a vulnerable commit in the development history of a
fork does not necessarily mean the fork is vulnerable in practice,
for three reasons. First, the presumed vulnerable commit might not
be the most recent (or “head”) commit, to which users are most
exposed. Second, forks may have applied a patch equivalent to the
upstream fix through alternative means: they do fix the vulnerabil-
ity, but are not recognized as doing so by our global history analysis.
Third, forks might not actually be vulnerable if they have diverged
significantly from the upstream codebase, making it impossible to
trigger the original vulnerable code path.

To account for these limitations, we evaluate our approach on
a sample of actively used forks affected by high-impact vulnera-
bilities. This sampling strategy serves two purposes: it maximizes
the likelihood of receiving a response from maintainers, on which
we rely to build our ground truth; and it evaluates our tool in the
context it is intended for, namely helping maintainers of hard forks
with real user bases who could be impacted by an undisclosed
one-day vulnerability.

4.1 Research question
We proceed to investigate whether the potential vulnerabilities
identified by our global propagation correspond to actual one-day
vulnerabilities in real-world forked OSS. Thus, we introduce our
research question: RQ: Can we leverage the proposed global
history analysis approach to detect at scale one-day vulnera-
bilities in real-world forked OSS?

The next section presents the experimental protocol we used to
answer this research question.

Identification of
forks with

unpatched heads 

1
Filtering high-

impact forks and
vulnerabilities

2
Vetting of one-day 

vulnerable forks

3

Potential one-day
vulnerable forks

Author and maintainer
evaluation of the precision

Restrict the evaluation to
forks with actual user bases

Figure 7: Overview of the experimental protocol steps

4.2 Experimental protocol
To answer this RQ, we propose a multi-stage experimental protocol
composed of three phases: first, we identify forks with unpatched
head commits that remain vulnerable; second, we apply a series of
filters to focus on high-impact forks and vulnerabilities; third, we
validate our findings through both manual code audit and confir-
mation from project maintainers. Figure 7 presents an overview of
the three steps of our experimental protocol.

4.2.1 Identifying forks with unpatched heads. To identify one-day
vulnerabilities, we focus on the most recent commit in a repository
branch that remains vulnerable, which we call unpatched head. A
fork containing an unpatched head is a presumed one-day vulnerable
fork. This allows us to exclude forks that had vulnerable commits at
some point in their history, but have since patched them.We further
restrict this analysis to vulnerabilities specifying a fixed event:
unlike last_affected, which only bounds the affected range with-
out referencing the patch itself, a fixed event gives us a commit
reference, which is necessary to evaluate whether the fix has since
been incorporated into a given fork.

4.2.2 Filtering high-impact forks and vulnerabilities. We identified
in the previous section a large number of forks impacted in their
history by referenced vulnerabilities (cf. Figure 5a). However, many
of these are likely inactive or social forks with no real user base [20,
51]. To answer this RQ, evaluating our approach for detecting real-
world one-day vulnerabilities requires us to identify high-impact
forks, which we define as forks with actual user bases and affected
by high-severity vulnerabilities.

Popularity filtering. We first filter on the size of the user-base
of a forked repository. To approximate this criterion, we rely on
repository popularity metrics, specifically the number of stars and
forks (of the fork itself, i.e., transitive forks of the upstream project)
provided by GitHub. The filtering criteria were defined as follows:
we only keep forks hosted on GitHub with more than 100 stars and
more than 10 forks. Note that, while Software Heritage (SWH) is
more general than just GitHub, from now onwe restrict the analysis
to only projects archived by SWH and originally hosted on GitHub.
This is because SWH currently does not archive popularity metrics
for platforms other than GitHub. Since the vast majority (97%, as
shown in Figure 5c) of the forks detected as potentially vulnerable
by our approach are hosted on GitHub anyway, this restriction has
a limited quantitative impact.

Severity filtering. Second, we limit our analysis to vulnerabilities
with CVSS severity of “high” or more (i.e., a CVSS base score ≥ 7.0).
This allows us to focus on a limited number of potentially high-
impact vulnerabilities, which we can in the following manually
audit and contact maintainers about. (It would be unfeasible to do
so for vulnerabilities of all severities identified thus far.)
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Stale filtering. We exclude from further analysis forks that have
been archived on GitHub or where the affected head commit is not
located in the main branch. The former denote products that are
explicitly marked as no longer maintained; the latter are in general
stale branches of limited impact on actual users. We also exclude
repositories with no recent activity, i.e., a most recent commit with
date older than 2023-01-01. Finally, we exclude cross-referenced
pairs of ⟨fork, vulnerability⟩, i.e., forks that did not apply a specific
vulnerability patch but have another vulnerability entry associated
with a different patch.

Divergence filtering. Forks can diverge in ways that make a spe-
cific vulnerability not applicable to them. We use a heuristic to
identify and exclude automatically divergent forks. We examine
the files impacted by the fix commit. If at least one of the mod-
ified files is not present in the fork repository, we exclude the
⟨fork, vulnerability⟩ pair from further analysis. The rationale for
this is that if the code that needs patching is no longer there, the
code base is unlikely to be affected by the associated vulnerability.
While executing this filtering step, we track file renames properly
using git log –follow –find-renames.

4.2.3 Vetting of one-day vulnerable forks. Once we have filtered the
forks and vulnerabilities of interest, we evaluate the extent to which
our approach successfully identifies one-day vulnerable forks. We
employ a two-phase validation procedure: In the first phase, we
manually audit the source code for each ⟨fork, vulnerability⟩ pair,
to identify potential false positives. In the second phase, we contact
the corresponding fork maintainers to obtain further confirmation
from them regarding the impact of the vulnerability. This also acts
as responsibly disclosing the vulnerability to them, so that they can
fix it if needed. In contrast to the general vulnerability detection
literature, the detection of vulnerability propagation across fork
ecosystems lacks a ground-truth dataset. We therefore treat main-
tainers’ responses as the ground truth for evaluating the proportion
of false positives produced by our approach, i.e., the maintainer-
confirmation rate (the fraction of pairs flagged as vulnerable that
are genuinely vulnerable, TP/(TP + FP)). However, in the absence
of a comprehensive ground-truth dataset, we cannot reasonably
estimate the proportion of false negatives (i.e., recall). Constructing
a reliable ground-truth dataset for evaluating vulnerability propa-
gation across fork ecosystems remains an open research problem.

Manual code audit. Before manually evaluating each ⟨fork,
vulnerability⟩ pair, we conduct an evaluation of the data quality
of the vulnerability report used as input of our approach. CVE
databases are growing massively and rely heavily on unstructured
data for which quality and consistency are a common concern [12].
Although it follows a standardized format, the OSV database—which
aggregates multiple vulnerability databases—is not exempt from
data-quality issues. For instance, many “fixed” commits do not
precisely reference the actual vulnerability patches. Instead, fixed
commits may point to catch-all release commits that include all
changes associated with a new release, making it difficult to pin-
point the actual change that carried the security fix (cf. Section 6.3).
Since these imprecise entries make it impossible to reliably assess
whether a fork has incorporated the corresponding vulnerability
patch, and thus impede the evaluation of our approach, we remove

them from our analysis. In addition, the objective of this evaluation
is to assess our approach, and not the quality of CVE reports.

Then, since the objective is to evaluate our approach rather than
its current prototype implementation, we complement the global
cherry-pick detection heuristic with a finer-grained one based on
Git patch IDs.11 While we already detected and propagated some
cherry picks during the global propagation described in Section 3.3,
we did so solely based on commit message traces, thereby missing
cherry picks performed without the -x option. Importantly, patch
ID-based detection is not conceptually tied to local analysis: it is
a deterministic, per-commit computation that can technically be
performed on the global commit graph, and its support over the
entire Software Heritage archive is ongoing (cf. Section 6.3). It was,
however, not yet available at the time of our experiments. Within
the scope of the evaluation of our approach, we therefore apply
the same detection locally, on a clone of the repository of each fork
potentially affected by a vulnerability, and propagate the resulting
cherry-pick information exactly as the global-scale implementation
will. Since this correction is automatic and faithfully emulates the
future global-scale behavior, evaluating our approachwith it reflects
the approach as deployed at scale; for transparency, we nevertheless
also report the precision obtained without it.

Finally, an author evaluates all the remaining ⟨fork, vulnerability⟩
pairs to check whether an equivalent patch, not yet detected, had
been applied in the fork, according to the following protocol:

• Read the CVE description.
• Read the diff of the commit that fixes the vulnerability.
• For each modified snippet (“diff hunk”), verify that it is in-
deed missing in the code base of the fork.

• If an alternative patch is found,mark the pair ⟨fork, vulnerability⟩
as false positive; mark it as true positive if not.

Maintainer notification. We contacted the maintainers of remain-
ing forks identified as affected by one-day vulnerabilities. This con-
stitutes both responsible disclosure of potential security issues that
we identified, and provides the opportunity to ultimately validate
our findings by the most relevant experts that exist: the maintainers.
Based on the maintainer responses, we ultimately classify presumed
vulnerable forks as:

• False positive: the fork is not vulnerable for reasons we could
not identify on our own, e.g., the vulnerability was not ap-
plicable to it or the patch was applied via means we did not
detect;

• True positive: the fork is actually vulnerable.

4.3 Results
4.3.1 Forks with unpatched head. We identify 1.7 million presumed
one-day vulnerable forks whose head commits remain unpatched.
These account for 77.7% of all forks previously identified as con-
taining at least one vulnerable commit in their histories (Figure 8),
corresponding to 53 496 067 pairs of ⟨fork, vulnerability⟩.

4.3.2 Filtering forks and vulnerabilities of interest. Figure 9 presents
the detailed filtering workflow and reports, for each macro step,
the number of forks and vulnerabilities retained after filtering.

11https://git-scm.com/docs/git-patch-id

https://git-scm.com/docs/git-patch-id
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Figure 8: Forks having a presumed vulnerable commit in
their history: proportion of forks having an unpatched head
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Figure 9: Result of the selection of forks and vulnerabilities
of interest

The popularity filtering (cf. Stage 1 of Figure 9) yields 1364 forks
out of 1.76 million, confirming that only a small fraction of forks
with a presumed one-day vulnerability are popular. The second
step, limiting the scope of the analysis (cf. Stage 2 of Figure 9) yields
1040 pairs of ⟨fork, vulnerability⟩ out of 30 665. Detailed numbers
of each sub-filter of this stage are available in the reproduction
package [33]. The third step, filtering divergent forks (cf. Stage 3 of
Figure 9), yields 586 pairs of ⟨fork, vulnerability⟩ with 347 distinct
vulnerabilities and 86 forks of interest. The divergence heuristic
filters out 43% of the pairs of ⟨fork, vulnerability⟩, meaning that the
modified files associated with the vulnerability are not found in the
fork. It confirms that, although sharing common history, forks can
diverge significantly.

4.3.3 Vetting of one-day vulnerable forks. Now that we have se-
lected forks and vulnerabilities of interest, we conducted the author
and maintainer evaluation.

Author Evaluation. Figure 10 presents the execution of the author
evaluation protocol, reporting for each step the number of forks
and vulnerabilities retained after filtering.

The data quality filtering (cf. Figure 10) yields 204 vulnerabilities
out of the 347. We then applied the heuristic based on the patch
ID of the fixing commits to identify and remove remaining cherry
picks not yet handled at the global scale for implementation rea-
sons (not a limitation of our approach). This heuristic yields 195
⟨fork, vulnerability⟩ pairs associated with 152 unique vulnerabili-
ties and 41 forks of interest. On average we observe 4.76 CVEs per
fork with a median of 2, a first quartile of 1, a third quartile of 3 and
a maximum of 100. Two outlier forks are present and associated
respectively with 100 and 8 CVEs. All of these pairs are then manu-
ally evaluated to determine whether an equivalent patch has been
applied or not (cf. Figure 10). This evaluation resulted in 135 posi-
tive and 60 false-positive ⟨fork, vulnerability⟩ pairs, corresponding
to a precision of 0.69. This means that 69 % of evaluated pairs con-
sidered positive are actually positive based on author evaluation.
Given that the two outlier forks account for more than half of all
evaluated pairs, we conducted a secondary analysis in which these
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Figure 10: Author evaluation protocol

outliers were excluded. This second analysis yielded a precision of
0.6, showing the limited impact of outliers.

For transparency, we also report the precision obtained without
the patch ID-based cherry-pick correction, i.e., as achieved by the
current prototype implementation alone: it decreases to 0.41. This
gap is entirely attributable to fixes cherry-picked without commit-
message traces, which the prototype cannot yet recognize during
global propagation. Since patch ID-based detection is technically
applicable to the global commit graph and its integration into the
Software Heritage graph is ongoing (cf. Section 6.3), we consider
the corrected precision of 0.69 the relevant measure of the approach,
while 0.41 characterizes the current prototype global propagation.

Maintainer
Evaluation

Maintainer
Notification

No Answer /
excluded

122 (vuln,fork) FALSE POSITIVE

Maintainer 
answer

13 (vuln,fork)

4 (vuln,fork)

Maintainer
confirmation
9 (vuln,fork)

 One-Day
Vulnerabilities

26 forks
110 vulns

135 (vuln,fork)

Confirmed
One-Day

VulnerabilitiesCONFIRMED

6 forks
8 vulns

9 (vuln,fork)

Figure 11: Maintainer evaluation protocol

4.3.4 Maintainer notification. Figure 11 presents the execution of
the maintainer evaluation protocol: for each step, the number of
forks and vulnerabilities retained after filtering. Out of the 135
⟨fork, vulnerability⟩ pairs, we excluded 8 pairs because during the
final due diligence before contacting maintainers, these forks were
explicitly marked as deprecated or not intended for use (including
some meant for educational purposes only). All the remaining fork
maintainers have been notified. Among the candidates for confirma-
tion, here are a few notable examples: sonyxperiadev/kernel (the
community Linux kernel fork by Sony, for Xperia Android devices),
panda-re/panda (our initial example), reMarkable/linux (the
Linux kernel fork for reMarkable eInk tablets), and go-nv/goenv
(a fork of pyenv, adapted to the Go ecosystem).

We received 13 responses, with 9 confirmed one-day vulnerabili-
ties and 4 false positive ⟨fork, vulnerability⟩ pairs. For the remaining
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ones, we are awaiting confirmation. The confirmed one-day vul-
nerabilities result in a maintainer-confirmation rate of 0.69. This
means that 69 % of the pairs for which we received a maintainer
response were confirmed. We received two types of responses: (1)
from active communities where the maintainers of the repositories
quickly responded and fixed the vulnerability, (2) from less active
forks, with communities lacking maintainer resources and strug-
gling to keep up with upstream. An example of the first type of
response is from github.com/sonyxperiadev/kernel, vulnerable
to CVE-2021-45485 and CVE-2021-4154, whose maintainers fixed
the vulnerability within days. The majority of the responses were
of the second type, with maintainers acknowledging the vulnerable
status of their fork, but lacking the resources to address it.

Our conclusion for this RQ is as follows:

RQ: Global history analysis is effective in supporting the
identification of downstream forks affected by one-day vul-
nerabilities, as exemplified by the PANDA and Xperia cases.
Among the 195 evaluated pairs of ⟨fork, vulnerability⟩, 135
remain positive after author evaluation (precision of 0.69).
Maintainers confirmed 9 one-day vulnerabilities out of 13
responses (confirmation rate 0.69).

5 Related work
5.1 Detection of vulnerable dependencies
The propagation of vulnerabilities through dependency graphs has
garnered significant scholarly attention in recent years [49], recog-
nized as a critical threat to the security of the open-source software
supply chain [13, 24] and extensively investigated across major
software ecosystems [26, 35, 48]. In parallel, tools like Renovate12
and GitHub Dependabot [15] have spurred a growing body of re-
search on their potential and limitations [1, 18, 28]. This paper shifts
the focus from dependency-based reuse to fork-based reuse: while
forks are popular in open-source, their role in the propagation of
vulnerabilities remains comparatively unexplored.

5.2 Detection of vulnerable fork versions
Yi et al. [47] identified the propagation of 116 vulnerabilities to
16 forks of two blockchain projects using code clone detection
techniques, and found unpatched vulnerabilities in 13 out of 16
forks. In comparison, our study operates at a much larger scale
(thousands of projects, millions of forks) and is not restricted to
forks of specific projects or application contexts; instead, we analyze
the global commit graph of public code, using SWH as its proxy.

In more exploratory contexts, Reid et al. [38], at the MSR 2021
Hackathon, usedWorld of Code [30] to perform file history analysis:
given a patch, they identify all previous versions of the modified
files and consider them vulnerable, then identify forks whose HEAD
contains such files. This file-based approach cannot handle projects
that have modified the impacted files. In contrast, our approach is
based on commit history analysis, allowing us to detect all commits
that have the vulnerability-introducing commit in their ancestry
without containing the corresponding fix.

12https://docs.renovatebot.com/

5.3 Detection of vulnerable software versions
A large body of work detects vulnerabilities within specific software
versions, which Lin et al. [28] classify into traditional and neural-
network-based detection. Traditional techniques include code clone
detection at various granularities (text-, token-, tree-, graph-, and
measure-based) [9, 23, 27, 41, 45], binary code analysis for closed-
source software [6, 11], and formal methods such as symbolic ex-
ecution [5], fuzzing [7], and taint analysis [21]. Neural-network-
based approaches instead learn vulnerability patterns from curated
datasets, using CNNs [40], GNNs [52], or NLP-based models [22].

5.4 Hybrid history analysis
Closer to our approach, some techniques combine vulnerability
detection with Version Control System history analysis to avoid
analyzing every version individually. Several build upon SZZ [42]
and its variants, originally designed to identify bug-introducing
commits from fixing commits. For instance, V-SZZ [2] uses static
analysis to identify bug-inducing commits and then traverses the
Git history to identify vulnerable commits associated with version
tags. These algorithms address a fundamentally different problem
from ours: they start from a commit known to fix a vulnerability and
trace back the introducing commit, whereas we track forked repos-
itories where, by definition of a one-day vulnerability, the fixing
commit is not present yet. The challenges we address are there-
fore different: identifying all still-affected repositories (a scalability
issue) and identifying impacted commits that may have different
identifiers across forks (an identification issue), both of which we
address by propagating OSV semantics across the global commit
graph. Wu et al. [46] compare the execution time of six SZZ-derived
approaches on 102 CVEs within 79 libraries and more than 12,073
library versions, showing that these take, on average, between 0.01
and 187 seconds per library version, and between 1.42 seconds and
17 771 seconds for analyzing all versions for a single vulnerability. In
our setting, we analyze 53 million ⟨fork, vulnerability⟩ pairs across
1.7 million forks; applying prior approaches at this scale would
require between 2.4 years and 30 thousand years under the same
experimental conditions, and this estimate still assumes all forks are
already identified and locally available—itself infeasible without a
global model like ours. We instead reuse an existing database (OSV)
of introduction and fix commits and rely solely on commit history
analysis, which enables our approach to operate at this scale; we
acknowledge, however, that OSV inherits known quality issues [12],
e.g., conservative declarations of the introduction commit, which
SZZ-based approaches could help refine at a smaller scale.

Finally, several studies analyze patch propagation and CVE lifes-
pans at the repository or branch level [25, 29]. Notably, Tan et
al. [43] found that 80% of CVE–branch pairs remain unpatched
across 608 stable branches of 26 popular OSS projects, corroborat-
ing, at the branch level, the maintenance gap that our fork-level
analysis also uncovers (Section 6).

6 Discussion
6.1 Ethical considerations
The vulnerabilities we study are one-day vulnerabilities: they are
already public and patched in at least one repository of the fork

https://docs.renovatebot.com/
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ecosystem, but remain unpatched in the forks we identify. Our
disclosure followed a responsible-disclosure process: for every fork
we confirmed as affected, we privately notified its maintainers
through the project’s established contact channels, gave them the
opportunity to remediate before any public release, and offered
assistance in doing so (cf. Section 4.2.3). We contacted only project
maintainers, and only about vulnerabilities in their own code; no
end users were involved and no personal data was collected.

6.2 Implication for development practices
Forking is easy, maintaining is hard. With the advent of collabo-

rative platforms such as GitHub, soft-forking a code repository now
takes a single click; maintaining a hard fork is not as straightfor-
ward, and in practice translates to only “infrequent propagation” of
changes [4] from upstream to downstream repositories. Our analy-
sis highlights a real maintenance issue: many vulnerabilities could
be easily fixed, but are not, due to a lack of human resources in
the downstream, forked project. Limiting this risk requires a strat-
egy for integrating upstream changes while limiting conflicts and
manual intervention. Such strategies (periodic cherry-pick, merge,
or merge rebase), although used in practice13, are only covered in
a few studies [4], and ultimately require maintenance resources
that many OSS projects simply do not have—underscoring the need
for automated tools, not only to notify maintainers, like those we
introduce here, but also to automatically apply fixes, a relevant
direction for future work.

Limiting false positives. Fork maintainers can limit false positives
by adopting patch strategies our approach can recognize automati-
cally, e.g., cherry-picks or merges, or by including the CVE ID in
the patch commit when an alternative patch is used. Beyond the di-
vergence heuristic we propose in Section 4.2 (based on the presence
of files modified by a vulnerability patch in a fork), other heuristics
could be designed, e.g., restricting the analysis to vulnerabilities
impacting specific files: the maintainer of sonyxperiadev/kernel
noted that, maintaining a fork of the Linux kernel for the ARM
architecture, they are not impacted by x86-specific vulnerabilities
even when that code is present in their fork.

6.3 Threats to validity
Conclusion validity. Our analysis is based on the global commit

graph provided by Software Heritage, so our approach only applies
to forks whose commit history is publicly accessible, excluding
closed-source forks—though it could similarly be used on the closed-
source commit graph of an organization’s codebase.

Reliability. Our results can be reproduced with the same input
data. The manual analysis protocol is susceptible to human error,
though we mitigated this risk with a rigorous protocol culminating
in validation by project maintainers.

Internal validity. Our approach (cf. Figure 9) relies on GitHub
popularity metrics to identify forks with relevant user bases poten-
tially affected by high-severity vulnerabilities. Different filtering
conditions could be designed based on other platform-specific pop-
ularity metrics or intrinsic metadata [31]. The divergence filter is
13https://web.archive.org/web/20250114052242/https://github.blog/developer-
skills/github/friend-zone-strategies-friendly-fork-management/

deliberately conservative: it excludes a ⟨fork, vulnerability⟩ pair as
soon as a single file modified by the fix is absent from the fork. This
can drop genuinely vulnerable pairs (false exclusions), and, con-
versely, the presence of the modified files does not guarantee that
the vulnerable code path is still reachable. This heuristic therefore
trades recall for precision, consistent with our goal of surfacing
high-confidence one-day vulnerabilities for disclosure.

Construct validity. As detailed in Section 4.2.3, the current proto-
type implementation of global propagation detects cherry-picked
fixes only through commit-message traces ("cherry picked from
commit . . . ", cf. the -x option of git cherry-pick14). Conse-
quently, the global counts reported in Figure 8 have an uncorrected
precision of 0.41, as measured on our evaluation sample. The re-
ported corrected evaluation additionally uses patch IDs to detect
cherry-picked fixes without message traces. Although applied lo-
cally to the evaluation sample, this deterministic technique can
be implemented globally and therefore estimates the precision of
the complete approach. The confirmed vulnerabilities are unaf-
fected because this correction preceded the author evaluation, and
archive-wide patch-ID computation is currently being integrated
into Software Heritage. In addition, following OSV semantics, a
merge may be labeled patched even if conflict resolution discards
the fix.

External validity. Our analysis depends on the Software Heritage
archive and can be impacted by inconsistencies in the archived
data, as well as by the quality of the vulnerability database [12].
Incorrect “fixed” commits, which do not contain the actual fix, such
as those filtered in Section 4.2.3, can prevent the evaluation of
the fork impact. However, this does not necessarily mean that the
propagation of such events is incorrect, as they can effectively be
treated as “last_affected” events.

7 Conclusion
In this paper, we leverage the global commit graph to track, at a
large scale, one-day vulnerabilities (i.e., known but unfixed vulner-
abilities) across forks of open-source projects. More importantly,
our analysis highlights the opportunity to leverage the shared de-
velopment history between upstream projects and their forks to
develop automated tooling that can reinforce the security of the
global OSS supply chain.

Experimentally, by tracking one-day vulnerabilities associated
with 7162 initial repositories, we identified 86.3 million presumed-
vulnerable new commits (missing from the original upstream repos-
itory) in forks and 1.7 million potentially unpatched forks. We vali-
dated our approach bymanually vetting unpatched forks, ultimately
obtaining confirmation by upstream maintainers of 9 high-severity
one-day vulnerabilities in actively used forks.

Perspectives. This work paves the way to semi-automated anal-
yses benefiting fork maintainers, users, and security auditors, by
notifying them of potential one-day vulnerabilities in relevant code
repositories.

14https://git-scm.com/docs/git-cherry-pick

https://web.archive.org/web/20250114052242/https://github.blog/developer-skills/github/friend-zone-strategies-friendly-fork-management/
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