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Abstract—Tracking vulnerabilities inherited from third-party
open-source components is a well-known challenge, often ad-
dressed by tracing the threads of dependency information.
However, vulnerabilities can also propagate through forking: a
repository forked after the introduction of a vulnerability, but
before it is patched, may remain vulnerable in the fork well
after being fixed in the original project. Current approaches for
vulnerability analysis lack the commit-level granularity needed
to track vulnerability introductions and fixes across forks, po-
tentially leaving one-day vulnerabilities undetected.

This paper presents a novel approach to help developers iden-
tify one-day vulnerabilities in forked repositories. Leveraging the
global graph of public code, as captured by the Software Heritage
archive, the approach propagates vulnerability information at
the commit level and performs automated impact analysis. This
enables automatic detection of forked projects that have not
incorporated fixes, leaving them potentially vulnerable.

Starting from 7162 repositories that, according to OSY, include
vulnerable commits in their development histories, we identify
2.2 M forks, containing at least one vulnerable commit. Then we
perform a strict filtering, allowing us to find 356 (vulnerability,
fork) pairs impacting active and popular GitHub forks, we
manually evaluate 65 pairs, finding 3 high-severity vulnerabilities,
demonstrating the impact and applicability of this approach.

I. INTRODUCTION

Open source software plays a critical role in the global
digital infrastructure [15]. Its popularity has increased greatly
over the past decades, thanks to its unrivaled ease of code
reuse. There are two main mechanisms for the reuse of open-
source software [3]: dependencies and “forks”. The depen-
dency mechanism involves calling into the code of a separate,
freely licensed software product via its standard API. Forking
means reusing the source code, and the entire development
history of an existing open-source project, to establish a
separate development trajectory, resulting in a distinct software
product [38].

Forking serves multiple purposes: facilitating large-scale
development through a GitFlow-like approach [33], addressing
industrial or interpersonal conflicts within the community, or
working as a reuse strategy to extend functionality without
having to integrate new ideas into the original project [24],
[39]. This can be observed empirically too: more than 40% of
repositories hosted on GitHub are forks'.

The security of the global open-source ecosystem attracted
significant attention in recent years, particularly in the wake
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of high-profile software supply chain attacks on specific
dependencies [16], [10]. Most research in this area focused
on the challenges associated with secure dependency man-
agement [13]. The risk of vulnerability propagation through
dependencies is well documented in the literature, emphasizing
the need for thorough audits to identify vulnerabilities and
implement mitigation measures, such as upgrading to a secure
version (or applying the corresponding patches) as quickly as
possible. The security implications of fork-based reuse have
received comparatively less attention. This is in stark contrast
with the fact that fork-based reuse is both widespread and
foundational in major open-source projects. For instance, the
Linux kernel has numerous forks, including prominent derived
operating system kernels such as Android.

a) Problem statement: This paper focuses on the under-
explored topic of “cross-fork™ vulnerability propagation in the
open-source ecosystem. Forks share parts of a common code
history, and a vulnerability identified in one fork is likely to
affect others, depending on when forking happened and how
changes in the original (“upstream”) project are incorporated
into (“downstream”) forks. For example, if a downstream
project is forked in between an upstream commit that intro-
duces a ‘“high severity” vulnerability and the corresponding
commit that fixes it (assuming it exists), the downstream
project will remain vulnerable until the fixing commit is
merged back there. From the moment the vulnerability is
discovered and the fix commit is integrated, the downstream
project is affected by a so-called one-day vulnerability: a
known, but unpatched vulnerability.

The failure to propagate vulnerability information at the
granularity of commits from upstream projects to downstream
forks increases the number of one-day vulnerabilities, and with
them the risks for end users (of forks). Given the current
lack of approaches and tools to track cross-fork vulnerability
propagation, fork maintainers are tasked with manually track-
ing upstream advisories and assessing, for each vulnerability,
whether it applies to them and if the corresponding fixes have
been integrated. Fork users are also impacted, due to the fact
that only major, well-known forks are tracked by vulnerability
databases: users of the myriad other forks will generally ignore
that they are impacted by upstream one-day vulnerabilities
inherited via forking.

Addressing this issue requires: (1) identifying forks, ideally
at a global scale; (2) keeping track of which commits introduce



and fix security vulnerabilities; and (3) propagating the infor-
mation about which commits are vulnerable, from upstream
projects to downstream forks. This challenge is compounded
by the diverse and heterogeneous nature of software forges
(GitHub, GitLab in multiple self-hosted instances, ...) and
the use of different version control systems (Git, Mercurial,
Subversion, ...).

b) Contributions: We design an automated approach for
propagating commit-level vulnerability information from a
project development history to its forks using a unified model
at the global scale of all publicly available commits. We
implement the proposed approach using the commit graph
from Software Heritage, which is the largest public archive
of software source code and associated development history.
We show that this approach can be leveraged in software
development workflows (e.g., in a CI pipeline) to evaluate
whether forks of interest (e.g., those found in our own software
supply chain) are affected by one-day vulnerabilities.

Specifically, we address the following research questions:

RQ1: Can we leverage the global commit graph to track
vulnerability introductions and fixes throughout the open-
source ecosystem?

RQ2: Using commit-level information about vulnera-
bility introductions and fixes, can we identify unfixed
vulnerabilities in real-world forked open-source projects?

To answer these research questions, we conducted a large-
scale empirical study involving 7162 upstream repositories
associated to known vulnerabilities, as indexed by OSV (see
Section II-B). We identified 2.2 M forks of these projects and
then applied the proposed approach to identify those among
them potentially affected by one-day vulnerabilities. We then
applied a strict filtering on the identified ones, manually
verified that they were in fact vulnerable, informed their main-
tainers, and assessed their responses. This manual evaluation
allowed us to easily spot 44 potential and 3 confirmed real
one-day vulnerabilities with high severity, strengthening the
relevance of our approach.

c) Paper structure: The remainder of the paper is or-
ganized as follows: Section II provides the background for
this study. Section III outlines our methodology and approach
for propagating vulnerability information throughout the fork
ecosystem. Section IV Leverages the propagation of vulner-
ability information to identify unpatched forks. Section V
presents tooling integration in the software development pro-
cess. Section VI discusses the implications of our findings on
development practices and the threat to validity. Section VII
reviews related work on vulnerability analysis using version
control systems (VCS). Finally, Section VIII concludes with
a discussion of our findings.

II. BACKGROUND
A. Forking

Forking is an open-source practice that consists in creating
a new source code repository from an existing one, usually
preserving prior development history. Traditionally, “forking”
meant splitting development efforts to bring a project in a

different technical direction than the one meant by the current
maintainers. These kinds of fork, which result in the creation
of new software, are referred to as hard forks.

With the advent of collaborative code hosting platforms [7],
a new kind of fork has emerged, called social fork: contributors
create personal forks of the projects they want to contribute
to, make changes there, and then propose them for integra-
tion to upstream maintainers via mechanisms such as pull
requests [39]. Social forks tend to be ephemeral and cease to
be relevant after contributions are integrated, but in some cases
they can grow their own user base and eventually become more
popular than the original project, blurring the lines between
hard and soft forks.

In this paper, to discover forks of a project, we rely on
the structural properties of the global commit graph produced
by distributed version control systems (DVCSs) like Git.
Specifically, we rely on the definition of shared commit fork
from Pietri et al. [28]: “A repository B is a shared commit
fork of repository A, [...] if it exists a commit ¢ contained
in the development histories of both A and B.” This notion
allows detecting more forks than those known to specific
platforms such as GitHub. It can additionally detect as forks
repositories pushed independently to a development platform
(as opposed to only those created clicking on “Fork this
repository” there), as well as “cross-forge” repositories hosted
on different platforms (e.g., identifying one GitLab project as
a fork of another hosted on GitHub).

To identify one-day vulnerabilities, we focus on forks that
have users, according to platform-specific popularity metrics
(see Section IV for details). We can hence identify vulnerabil-
ities in both hard forks that diverged from upstream or social
forks containing changes not yet integrated upstream, which
are gaining traction with users.

Different development approaches can propagate code
changes between related forks. Some approaches, like those
based on git merge, mesh commits coming from different
forks, retaining the identity of individual commits. Other ap-
proaches, like those based on git cherry-pick, “import”
commits across forks without retaining commit identities, but
can leave explicit traces in metadata like commit messages.

B. OSV (Open Source Vulnerabilities)

OSV (Open Source Vulnerabilities)* is a project by the
OpenSSF foundation consisting of two parts: (1) a standard
format® to describe vulnerabilities that affect open-source
products, and (2) a public database of vulnerability advisories
encoded in that format, which aggregates security information
from more than 20 software ecosystems.

The OSV format associates vulnerabilities to version ranges
within software development histories. Each range describes
a sequence of events, e.g., the introduced event references the
version where the vulnerability was introduced, while fixed
references the version where it has been corrected. Versions

Zhttps://osv.dev
3https://ossf.github.io/osv-schema


https://osv.dev
https://ossf.github.io/osv-schema

in events can be specified in various ways, including version
numbers and Git commit SHA1 identifiers. Reasoning at
commit level enables more fine-grained analyses than version
numbers and is particularly useful when studying forks. In the
remainder of the paper, we will only consider vulnerabilities
recorded by OSV whose ranges are described using Git ranges.

The OSV database backs an API that can answer queries
like “Is version X of product Y affected by any known
vulnerability?”. In order to answer queries about specific
commits, OSV periodically crawls the repositories of all
projects that have ever been associated to at least one vul-
nerability. It then evaluates an algorithm (defined as part
of the OSV standard) to decide whether each commit in
the project history is vulnerable or not, and maintains up-
to-date a commit —* wvulnerability relationship, used to
answer queries. Crucially, OSV only knows about commits
in upstream projects and would, in the general case, produce
false negative answers when queried about commits that are
only found in downstream forks.

C. Software Heritage

Software Heritage (SWH) [6]* is the largest public archive
of software source code and associated development history.
It archives code from more than 300 million projects coming
from development forges (GitHub, GitLab, etc.) and package
manager repositories, resulting in more than 20 billion files
and 4 billion commits. The SWH data model is a fully-
deduplicated Merkle directed acyclic graph (DAG) structure,
with nodes representing common source code artifacts, includ-
ing (Git) commits and releases. The SWH graph is the largest
current approximation of the global commit graph and links
public code commits across unrelated development platforms.

Each node of the SWH graph is identified by unique
and persistent “SoftWare Hash IDentifiers” (SWHID).? For
commit objects, SWHIDs are compatible with Git identifiers:
they can be mutually derived from one another. The SWH
graph, formed by around 50 billion nodes and 0.5 trillion
arcs, can be loaded into main memory using a compressed
representation [29] that allows performing scale-up analyses
that would be prohibitively costly in other representations.

The deduplication property of the SWH Graph makes it
particularly useful for studying project forks. For instance,
forks hosted on different platforms, as well as forks inde-
pendently pushed to the same platform, will be part of the
same connected component of the graph, allowing to study
forks globally as previously done in [28]. Doing so analyzing
repositories separately would be much more difficult and could
result in overlooking forks.

III. TRACKING VULNERABLE COMMITS ACROSS FORKS

We now describe the proposed methodology for system-
atically tracking commits that introduce and fix known vul-
nerabilities across all downstream forks of a given upstream
repository. The approach is designed to operate at global
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Fig. 1: QEMU Git history: local repository-level analysis.
(Note that commits are built bottom-up on previous ones. Most
recent commits are graph roots, shown here on the right.)

scale, enabling the identification of vulnerability-related code
changes in distributed software ecosystems.

Section III-A uses a real-world case study to illustrate the
risks associated with global propagation of one-day vulnerabil-
ities via forks. Section III-B provides a formal description of
the algorithm designed to trace the spread of vulnerabilities
on a global scale. Section III-C outlines the experimental
methodology used to answer RQ1. Section III-D discusses the
findings derived from this empirical investigation.

A. Reasoning on the global commit graph

Current approaches for identifying specific commits affected
by a vulnerability rely on local (repository-level) analysis. For
example, in the case of OSV.dev, the Git history of each
repository associated in the past with at least one vulnerability
is cloned and analyzed to detect vulnerable commits. A
database of vulnerable commits is then used as backend for
an API that allows to lookup vulnerabilities associated to
a given commit. Forks of open source projects share parts
of a common development history with their parent project,
potentially inheriting unfixed vulnerabilities. Repository-local
analyses induce a “blind spot” problem that can result in one-
day vulnerabilities (i.e., known but unpatched vulnerabilities)
being overlooked in project forks.

Let us look at a real case of an unpatched fork involving
a high-criticality vulnerability(CVSS base score: 7.8 HIGH),
identified as CVE-2019-13164,° impacting PANDA, a QEMU
fork. QEMU [2] is a well-known open-source generic ma-
chine emulator and virtualizer, whereas “PANDA is an open-
source Platform for Architecture-Neutral Dynamic Analysis
[...] built upon the QEMU whole system emulator.”” PANDA
started as a hard fork of QEMU and then evolved indepen-
dently of it for over a decade, rarely integrating commits
from the upstream project. Owing to their initially shared
developmental history, PANDA inherits vulnerabilities present
in QEMU at the time of the fork, including CVE-2019-13164.
The vulnerability is considered to be already present in the first
Git commit of QEMU and was later fixed in commit 03d7712.

Figure 1 illustrates the presumed vulnerable commits in
QEMU Git history, identified with a local analysis. Figure 2
depicts a portion of the PANDA Git history, which does not

Shttps://nvd.nist.gov/vuln/detail/CVE-2019- 13164
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Fig. 2: Propagation of potentially vulnerable commits from
upstream QUEMU repository to its downstream PANDA fork.

include the fix commit 03d7712. The portion of the history
in the blue box is shared with QEMU.

The commits represented in this section of the graph are
identical to those in the QEMU repository, as indicated by
their matching Git identifiers. The vulnerability status of these
commits is effectively assessed by examining them in the con-
text of the QEMU Git repository. In contrast, the subsequent
portion of PANDA’s Git history contains vulnerable commits
that are exclusive to PANDA and, therefore, lie entirely beyond
the scope of QEMU’s local analysis. Neither is the PANDA
repository analyzed separately: the project is not referenced in
the associated vulnerability report, leading to an overlooked
one-day vulnerability. Note that the new presumed vulnerable
commits in PANDA history have commit identities (as SHA1
identifiers) missing from the upstream QEMU repository;
therefore they cannot be spotted as potentially vulnerable
based on commit identities, because they will not be found
in vulnerability databases.

Handling these cases requires a two-step process: first,
identify all forks that may be impacted by a vulnerability, and
second, analyze each of them. However, identifying all forks
of a repository requires the systematic examination of open-
source repositories hosted across multiple code-hosting plat-
forms. Even if a comprehensive list of public forks of a given
vulnerable upstream repository could be obtained, analyzing
each fork individually would lead to significant redundancy in
the effort. Forking a repository is cheap, whereas vulnerability
testing is resource-intensive.

Figure 3 recast our QEMU/PANDA example in the context
of a global model of commits, like the one provided by SWH
(see Section II-C). In such a model, repository histories are
deduplicated and hence linked together by the identities of
shared commits. The list of vulnerable commits can now be
identified by listing commit nodes between introduction and
fix commits. As a result, all the commits in PANDA that
were not detectable as vulnerable by separately analyzing
the two repositories can now be spotted: by propagating the
information that commit e 63c3dc introduced the vulnerability
and that commit 03d7712 fixed it, we can detect all PANDA
commits starting at commit 16321d2 as potentially vulnerable.

B. Commit labeling

To implement in practice this idea, we need to “label” each
commit in the global commit graph with the set of known
vulnerabilities affecting it. We will obtain these labels by
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Fig. 3: Running example on SWH model

propagating commit-level information about which commits
introduce or fix vulnerabilities from upstream repositories to
downstream forks. We detail below the main parts of an
algorithm that does so. They correspond to a formalization
of the evaluation semantics of OSV,® which is applied in that
context to individual repositories, and generalized here to the
global commit graph.
a) State: We declare the following variables:

e commit_graph = (C, E): A DAG of Commits C' with
Edges E C C x C such that each edge (c2,c1) € E
indicates that c; is a (recent) commit referencing a
(previous) commit ¢;.’

e vuln_ranges = {Ry, Ro,..
vulnerability range.

o With each range R a record of type:

., Ry}, with each R; a

R:{intro CC,fixed C C,limit C C,last C C}

where the different events are defined as follows, accord-

ing to OSV semantics (see Figure 4):

— intro: the commit(s) that introduce a vulnerability.

— fixed: commit(s) where the vulnerability was fixed.

— limit: similar to fixed, but restricts the propagation
of vulnerable commits to the branch where the limit
commit is located.

— last: last affected commit, i.e., last vulnerable
commit along a history branch.

b) Global initialization:  The global mapping
from commits to vulnerability ranges is maintained in:
commit_to_vuln_range < ()

c¢) Iteration over range: The main loop of the algorithm
fills the global mapping by iterating on all vulnerability ranges.

VR € vuln_ranges :
The rest of the algorithm below happens within this loop.
8https://ossf.github.io/osv-schema/#evaluation
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Fig. 4: OSV events and their semantics: commits filled in red
are considered vulnerable, empty commits are not. Differences
with fixed event are dashed.

d) Local initialization: For each range, we maintain a
mapping from traversed commits to whether they are patched
or not and use a stack to visit the subgraph starting at the
introduction commit.

patched_commits ¢ {}
stack < R.intro
Ve € R.intro, patched_commit(c) < False

e) Traversing the commit graph: We perform a DFS visit
from all introduced commits to discover all reachable commits
and evaluate their vulnerability status. The status of all parents
is not necessarily known when a commit is analyzed, hence
it needs to be dynamically updated during visit. For example,
if a child is first processed from a vulnerable parent and later
encountered again from a patched parent, its status is updated,
and the status of its children recomputed. In the case of merge
commits, we apply a conservative policy of “fix propagation”:
a merge commit is considered to be no longer vulnerable if at
least one of its parent commits is fixed.

While stack # 0 :
c < stack.pop ()
V(d,c) EE:
is_patched(¢) « ~(c € R.intro A (
€ RfixedVc € R1limit
Vpatched_commit(c)
Vpatched_commit(c)
Ve € R.last)
If patched_commit(c’) # is_patched(d) :
patched_commit(c) < is_patched(d)
stack < stack U {c'}

f) Limit filtering: For ranges with limit events, we drop
all vulnerable commits not on the relevant history branch.

If Rl1imit #0:
patched_rev_filtered + 0
stack + R.1imit
While stack # 0 :
c <4 stack.pop ()
V(c,p) € E:
If —-patched_commit(p)
patched_rev_filtered(p) + False
stack « stack U {p}
patched_commit < patched_rev_filtered

Download Preprocess ]—’f)l_abellmg ]-’f)Analyss ]
o
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Fig. 5: Experimental protocol steps
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g) Updating result: Finally, the global vulnerability sta-
tus of each commit is updated for the current range.

Ve e C,
if "patched_commit(c)
commit_to_vuln_range(c)
+ commit_to_vuln_range(c) U{R}

The final output is a mapping from commits to OSV ranges,
and hence associated vulnerabilities. Note that, for ease of
presentation, the algorithm presented above is a simple multi-
pass algorithm, doing one pass per range. An alternative, more
efficient single-pass implementation is also possible, but was
not needed in practice in our experience.

C. Experimental protocol

To answer RQ1, we designed and executed an experimental
protocol to propagate OSV vulnerability information to the
global commit graph from SWH. The experimental protocol
consists of the 4 steps shown in Figure 5. First, we retrieve:
(1) a recent export of the global commit graph from Soft-
ware Heritage'® and (2) export vulnerability information from
OSV!! as of 2024-11-27.

Second, we clean up inconsistencies from OSV data, such
as multiple event types that point to the same commit or
formatting issues. If an inconsistency is detected within a
range, we exclude the range. We also exclude ranges having
events that refer to commits not present in the SWH graph
(e.g., because they are more recent than our dataset).

We also perform some data-augmentation transformations.
For ranges with an introduction event pointing to “0”, the vul-
nerability was present since the beginning of the project com-
mit history; we hence identify the leaf commits of the relevant
repository and complete the ranges with their identities. We
also handle cherry-picking of event commits across branches
(possibly belonging to different forks); we detect commit
messages that explicitly describe cherry picks via the default
Git message "cherry picked from commit...".We
add detected cherry-picked commits as additional events for
the same range.

Third, we apply the propagation algorithm of Section III-B
to the SWH commit graph and OSV ranges (after data
augmentation). We obtain as a result a mapping from all SWH
commits to OSV vulnerability ranges.

10We used version 2024-05-16, documented at
softwareheritage.org/devel/swh-dataset/graph/dataset.html.
https://google.github.io/osv.dev/data/#data-dumps
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Fig. 6: Forks of OSV referenced repositories, having at least
a new vulnerable commit

As fourth and last step, we conduct an in-depth analysis of
popular potentially vulnerable unpatched forks, as detailed in
Section IV-C.

For the automated part of the protocol, and in particular
step (3), we run our experiments on a server with the follow-
ing characteristics: 16 x 32 GiB DDR4 memory, 3200 MHz;
6 TiB of SSD storage; 2x AMD EPYC 7543 32-core CPUs,
2.8 GHz; Ubuntu 22.04.

D. Potentially vulnerable commits: descriptive statistics

Figure 6 shows that, after commit labeling (step 3), starting
from an initial set of 7162 repositories referenced by OSV,
we could identify 2.2M (million) forks containing at least
one presumed vulnerable commit. On average, each initial
repository impacts 432 forks. The first quartile of 0 and
median of 5 suggest that a few upstream repositories have
a large amount of vulnerable forks. Although the majority
of vulnerable forks are hosted on GitHub, find potentially
vulnerable commits spread across 312 distinct forges (by
Internet domain name), confirming that vulnerable forks tend
to spread around: platform-specific solutions are not enough
to track them all.

As shown in Figure 7 we identified 158.9M commits as
potentially vulnerable, 86.6 M of which can only be found
(by commit identity) in fork histories, accounting for 54.5%
of all potentially vulnerable commits. Considering individual
vulnerability ranges, we observe that on average 15% are
presumed vulnerable commits only on forks history. The
standard deviation of 22% indicates high dispersion. In 50%
of the ranges, only 4% of vulnerable commits exist only in
forks history, while 25% of the ranges have 22% of vulnerable
commits only in forks history.
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Fig. 7: New vulnerable commits in forks
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Fig. 8: Forks having a presumed vulnerable commit in their
history : proportion of fork having an unpatched head

RQ1: The potential impact of cross-fork vulnerability
propagation is high: starting from 7162 repositories, we
find more than 2.2 M forks on 312 forges, containing at
least one potentially vulnerable commit in their history.

What remains to be seen is how many, among these poten-
tial vulnerabilities according to commit-level information, are
actual one-day vulnerabilities. We delve into this next.

IV. ONE-DAY VULNERABLE FORKS

We introduced an approach to detect forks with new and
potentially vulnerable commits, that are not present in the
upstream repository and cannot be detected by traditional
methods. We now look into these commits, to see if they
correspond to actual vulnerabilities in real-world forked open-
source projects (as per RQ?2).

To identify real-world one-day vulnerabilities, we first iden-
tify presumed unpatched forks, i.e., forks that have one of their
branch heads affected by a vulnerability that has already been
patched in a repository referenced by OSV. As a result, we
exclude forks that contain vulnerable new commits in their
histories, but fixed them since. We identify 1.7M presumed
unpatched fork, representing 77.7% of all forks previously
identified as containing at least one vulnerable commit in their
histories (Figure 8).

The remainder of this section outlines the experimental
protocol used to identify real-world one-day vulnerabilities. It
presents the filtering process applied to the set of potentially
vulnerable forks to derive a subset that is amenable to human
analysis (Section IV-A). Then, it describes the validation
procedure used to assess the presence of one-day vulnerability
(Section IV-B). Section IV-C presents the results of this
experimental study, summarizing the main findings.
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A. Strict filtering process

Presumed unpatched forks are forks that have a commit in
their history that introduces a vulnerability without having the
available fix commit. The absence of a vulnerability fix does
not necessarily imply that the fork is actually affected. The
fork may have diverged enough from the original codebase
and no longer be affected by the vulnerability. Another reason
could be that the vulnerability has been fixed via an alternative
approach than the upstream one. Finally, many of the forks we
identified are stale social forks used for pull/merge requests
that have no actual users. To identify relevant one-day vul-
nerabilities given all these constraints, we applied the strict
filtering methodology shown in Figure 9.

1) Popularity filtering: We initiated the analysis by im-
plementing a filtering stage to identify social and/or hard
forks with distinct user bases. To approximate this criterion,
we employed popularity metrics, specifically the number of
stars and forks provided by GitHub. The filtering criteria were
defined as follows: forks hosted on GitHub with more than
100 stars and 10 forks. Consequently, the subsequent filtering
process focused exclusively on the forks hosted on GitHub.
The decision was influenced by the fact that most of the
detected forks were hosted on this platform. Additionally,
GitHub provides useful social metadata, including metrics like
the number of stars and forks.

2) Scope limitation: We limit the scope of the analysis
in various ways. First, at the vulnerability level, we only
retain highly critical vulnerabilities (CVSS score > 7), and
only those that have a fix event in OSV, since we require a
precise reference to the patch to evaluate whether or not a fork
applies it. Second, we refine the dataset by excluding pairs of
(fork, vulnerability) where the fork was archived or where the
affected head commit was not located on the main branch. To
perform this filtering and the following steps, all repositories
are cloned locally for git history analysis.

3) Divergence filtering: We exclude forks that have di-
verged too much from upstream. To evaluate this, we look at
the file(s) impacted by the fix commit. If at least one of the af-
fected files is not present in the fork repository, we exclude the
fork. (While executing this filtering step we track file renames
properly using git log follow —--find-rename.)

4) Equivalent patch risk filtering: The last step is designed
to filter out pairs of (fork, vulnerability), with a significant
chance that an alternative patch has been applied in the fork.
First, we analyze fork histories to exclude those containing
commits that explicitly mention the relevant CVE identifier
in their commit messages. Additionally, we perform a more
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Fig. 10: Manual analysis protocol (adjusted from maintainers’
responses)

thorough detection of cherry-picked commits than what was
performed on the global graph. We compute the git patch id'?
of each commit and use it to detect cherry-picked fixes.

At the end of this strict filtering we obtain 68 presumed-
vulnerable forks and 275 unique vulnerabilities.

B. Vetting of unpatched forks

To evaluate whether our analysis effectively facilitates the
detection of unpatched forks, we manually evaluated the
presumed unpatched forks obtained after filtering. For each
case we manually verify the absence of the fix in the fork and
then contact the fork maintainers for validation. The vetting
protocol, which follows these steps, is depicted in Figure 10
and detailed below.

1) Evaluation of invalid CVE fixes: The first step consists
of an evaluation of the data quality of the vulnerability report
used in input of our approach. CVE databases are growing
massively and rely heavily on unstructured data for which
quality and consistency are a common concern [8]. Although
based on a standardized format, the OSV database, which
aggregates multiple vulnerability databases, is not exempt from
data quality issues. For instance, many “fixed” commits do
not contain vulnerability patches, but only version updates
on configuration files. To assess whether a fix has not been
applied in a fork, the “fixed” commits in the vulnerability
report should effectively point to code modification. Thus, we
manually reviewed and filtered 136 vulnerabilities that had
an incorrect fix commit out of 275, resulting in 168 pairs
of (fork, vulnerability) with 37 unique forks and 136 unique
vulnerabilities.

2) Sampling: As manually analyzing 168 pairs of
(fork, vulnerability) was still not feasible, we performed a
sampling. For each of the 37 forks, we randomly sampled
up to 3 vulnerabilities. This sampling resulted in 65 pairs of
(fork, vulnerability), because some forks contained only one
or two vulnerabilities.

Zhttps://git-scm.com/docs/git-patch-id
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3) Equivalent patch application: An equivalent patch is a
patch contained in a commit having a different commit id
and patch id than the original fix commit. For each of the 65
pairs of (fork, vulnerability), an author evaluates whether an
equivalent patch has been applied, as follows:

o Reading of the CVE description.

o Reading of the patch modification on the patch commit.

e For each modified file, the modifications are checked on
the presumed unpatched fork.

e If an equivalent patch is found, the
(fork, vulnerability) is considered a false positive.

pair

As a result of this stage, 21 pairs {fork, vulnerability) were
considered false positives, due to the application of equivalent
patches.

4) Maintainer notification: We contacted the maintainers of
remaining forks identified as potentially vulnerable to one-day
vulnerabilities. This constitutes both responsible disclosure
of potential security issues that we identified, and provides
the opportunity to ultimately validate our findings by the
most relevant experts there is: the maintainers. Based on the
obtained maintainer answers, we ultimately classify presumed
vulnerable forks as:

e False positive: the fork is not vulnerable for reasons we
could not identify ourselves, e.g., the vulnerability was
not applicable to it or the patch was applied via means
we did not detect;

o True positive: the fork is actually vulnerable.

C. Results

By executing the protocol above on the initial 65 vetted
pairs {(fork, vulnerability), we excluded 21 and retained 44 as
candidates for maintainer confirmation. Among the candidates
for confirmation, here are a few notable examples:

e sonyxperiadev/kernel: the Linux kernel fork by
the Sony corporation, for Xperia Android devices.

e panda-re/panda: a platform for Architecture-Neutral
Dynamic Analysis (our initial example).

e reMarkable/linux: the Linux kernel fork for re-
Markable elnk tablets.

We contacted the maintainers of 23 forks, for 38 pairs. (We
excluded 6 pairs because, at the time of final due diligence
before contacting maintainers, they were associated to forks
explicitly documented as deprecated or not-for-use, including
some meant for educational purposes only.) We received 7
answers: 3 confirmation of vulnerabilities and 4 false positives.
For the remaining ones we are awaiting confirmation.

We received two types of responses: (1) from active com-
munities where the maintainers of the repositories quickly
answered and fixed the vulnerability, (2) from less active forks,
with communities lacking maintainer resources and struggling
to keep up with upstream. An example of the first type of
answer is for github.com/sonyxperiadev/kernel,
vulnerable to CVE-2021-45485 and CVE-2021-4154, whose
maintainers fixed the vulnerability within days.

The majority of received responses were of the second type,
with maintainers acknowledging the vulnerable status of their
fork, but lacking time to do something about it.

Our RQ?2 conclusion is then:

RQ2: Commit-level information about vulnerability
introduction and fixes is effective in supporting the
identification of downstream forks affected by one-
day vulnerabilities, as exemplified by the PANDA and
Xperia case. More generally, among the 37 repos-
itories initially detected as vulnerable (from an initial
sample of 68 popular forks), 26 forks remained classi-
fied as vulnerable after manual vetting, and 23 have
been notified. We received 7 answers, confirming 3
one-day vulnerabilities.

V. INTEGRATION IN SOFTWARE DEVELOPMENT PROCESSES

Although we demonstrated the applicability of the approach
in a large-scale empirical experiment, the practicality of its
integration into real-world software development processes is
a requirement to actually improve security for fork users. We
analyze it in the following section.

A. Use Cases

The proposed approach can be applied in two distinct
contexts. Initially, it can assist fork maintainers in recognizing
vulnerabilities that have been reported in other forks and are
also relevant to their own. When vulnerabilities are identified,
the approach also helps to identify which patches should be
applied to fix them. Second, in the context of traditional
dependency-based audits, this approach can be integrated to
warn about dependencies that are themselves forks and have
not integrated upstream vulnerability fixes.

B. Case study: Git submodules and Go dependencies

As a concrete example of how to integrate our approach with
development processes, we implemented a prototype tool that
analyzes an existing repository to identify one-day cross-fork
vulnerabilities in its dependencies. The tool currently supports
two dependency mechanisms: Git submodules (common in
C/C++) and go.mod files (used in Go projects). Using the
results from our large-scale analysis, we built a database
mapping SWHIDs to vulnerability IDs.

The database is used as knowledge base to assess sub-
modules or Go dependencies. For submodules, the parent
repository is cloned to extract the commit hashes referenced
by each submodule. These hashes are then matched against
the database to identify associated vulnerabilities. For Go, the
go.mod file is parsed to extract dependencies that specify
GitHub repositories and tags. The GitHub API is queried to
resolve the tag to a specific commit, which is then checked
against our knowledge base of known vulnerabilities.



C. Evaluation

We evaluated our prototype tool by conducting one syn-
thetic experiment and with a larger-scale empirical anal-
ysis in the real world. For the synthetic experiment, we
created an example repository depending on panda-re via
a Git submodule pointing to an old vulnerable commit
(£052389a634debd148e820d6b£88b5a77fe670d7). Our tool au-
tomatically identified that the submodule is affected by CVE-
2019-13164 (discussed previously), showing that this approach
can identify vulnerabilities inherited via Git submodules.

Next, we crawled the 300 most popular Go repository
containing a go.mod file, and used the tool on each of
them. This analysis allowed us to find 10 unique potentially
vulnerable dependencies, effectively used in 21 repositories
out of the 300 most popular ones. This analysis provides a first
feedback that could be analyzed further by the go community,
enhancing the reliability and the confidence in their open-
source ecosystem.

The tool currently runs using an unfiltered knowledge base,
prior to the strict filtering of Figure 9, which might lead to
false positives. It is just meant to be a proof-of-concept that
constitutes a first step towards automating the detection of one-
day vulnerabilities inherited via forks in real-world scenarios.

VI. DISCUSSION
A. Implication on development practices

a) Forking is easy, maintaining is hard: With the advent
of collaborative platforms such as GitHub, forking a repository
is now possible with a single click. However, creating a hard
fork is not as straightforward as it appears. Maintaining a fork
is challenging and in practice translates to only “infrequent
propagation” of changes [4] from upstream repository. Our
analysis highlights a real issue concerning the maintenance of
open-source forks, many vulnerabilities could be easily fixed,
but are not because of the lack of a proper dedicated team
associated with these projects.

Limiting vulnerability risk requires establishing a strategy
for integrating upstream changes while limiting conflicts and
manual intervention. These strategies, such as periodic cherry-
pick, merge, or merge rebase, although they are used in
practice'?, are only covered in a few studies from the literature
[4]. Depending on the objective of forking and the level of
divergence with the upstream repository, these strategies will
ultimately require resources that some projects may not afford.

Many CVEs still fall under the radar of many of these forks.
This underscores the need for automated tools, not only to
notify maintainers but also to automatically apply fixes.

b) Limiting false positive: To limit false positives, fork
maintainers can adopt strategies to apply security patches,
such as using cherry-pick or merging when feasible and
including the CVE ID in the patch commit if an alternative
should be used. This method allows our approach to handle
patches automatically and limit false positives. Additionally,

Bhttps://web.archive.org/web/20250114052242/https://github.blog/
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our analysis can be restricted to vulnerabilities that affect
specific folders in the upstream repository. For example, forks
of the Linux kernel intended for ARM architecture are not
impacted by vulnerabilities in x86-specific code.

c) The opportunity of proper mapping between semantic
versioning and version control: In this work, we demonstrate
the potential of using version control systems (VCS) to handle
vulnerability analysis, focusing on propagating information
about vulnerability introductions and fixes across the open-
source ecosystem. This analysis has been possible thanks to a
precise mapping between declared impacted software versions
and its version history, here a commit hash. An important
portion of the OSV reports declare only introductions and fixes
using semantic versioning and were therefore excluded from
our analysis. Thus, providing a proper mapping between the
source code and semantic versioning represents an opportunity
to increase the scope of the analysis and cover more CVE.

B. Threats to validity

a) Conclusion validity: Our analysis is based on a rep-
resentation of the global commit graph provided by Soft-
ware Heritage. Therefore, our approach is only applicable to
projects for which the commit history is publicly accessible,
excluding closed-source forks. Nevertheless, our approach
could be used for analyzing the closed-source commit graph
of an organization’s codebase.

Our approach tracks the introduction and fixes of vulner-
abilities across Git history, with the detection of commits
having the introduction commit in their ancestors but that
lack the corresponding fix commit. However, as discussed in
section VI, there are multiple reasons why a commit in such
a situation is not affected by a vulnerability. To mitigate this
threat, we use the term “potential” or “presumed” vulnerable.

b) Reliability: The results obtained in this work can be
reproduced with the same input data. The manual analysis
protocol is susceptible to human error, though we mitigated
this risk with a rigorous protocol that involves the validation
of the fork maintainer.

c) Internal validity: Our methodology (cf. fig. 9) relies
on GitHub popularity metrics to identify forks of interest, i.e.,
forks with distinct user bases. Different filtering conditions
can be designed based on different platform-specific popularity
metrics or constraints based on intrinsic metadata [22], with
the aim of detecting more forks of interest.

The strict filtering methodology aims to automatically ex-
clude pairs of (fork,vulnerability) that are at high risk of
being false positives. The objective was to demonstrate that our
approach succeeded in identifying real one-day vulnerabilities
within a limited number of manual evaluations (here only
65 pairs). However, this strict filtering might have dropped
true positives, for instance, unpatched heads on non-default
branches that still have users (e.g. long term support version).

d) Construct validity: The vulnerability ranges are aug-
mented with cherry-picks of referenced events such as in-
troduction or fix. However, the current approach only han-
dles commits that explicitly mention “(cherry picked from
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commit ...)” in their commit message (cf -x option of git
cherry-pick command) '#. Detecting all the cherry-picks at the
global level remains future work. To mitigate this threat, we
performed a local analysis based on the git repository during
strict filtering.

e) External validity: The representation of the global
commit graph used is the one provided by Software Heritage.
Therefore, our analysis is dependent on the Software Heritage
archive and can be impacted by inconsistencies in the archived
data. The quality of the vulnerability database also impacts our
analysis. Incorrect “fixed” commits, which do not contain the
actual fix, such as those filtered in section IV-B can prevent the
evaluation of the fork impact. However, it does not necessarily
mean that the propagation of such events is not correct, as they
can indeed be assimilated to “last_affected”.

VII. RELATED WORK

a) Cross-fork vulnerability propagation (at small scale):
Yi et al. [35] identified the propagation of 116 vulnerabilities
in 16 forks of two blockchain projects, using code clone
detection techniques. They then characterized the propagation
of vulnerabilities and patching practices within the blockchain
ecosystem. Their analysis enabled to discover unpatched vul-
nerabilities in 13 out of 16 forks. In contrast, our study is much
larger scale (thousands of projects, millions of forks) and not
restricted to forks of specific projects on specific platforms
(we look at the global commit graph instead, using SWH as
its proxy).

b) Vulnerability propagation across dependencies: The
propagation of vulnerabilities through dependency graphs has
garnered significant scholarly attention in recent years [37].
Recognized as a critical threat to the security of the open
source software supply chain [9], [16], this phenomenon has
been extensively investigated across major software ecosys-
tems [36], [25], [30], [18], [21], [26]. In parallel, the emer-
gence of tools like Renovate'> and Dependabot'® has spurred
a growing body of research, highlighting both their potential
benefits and inherent limitations in mitigating such risks [1],
[23], [32], [14], [19]. Building upon this foundational work,
this paper shifts the focus from dependency-based reuse to
fork-based reuse. While forks are popular in open source, their
role in the propagation of vulnerabilities remains unexplored.
Our work addresses this gap, offering new insights into the
security implications of forking.

c) Vulnerable commit detection and dataset: Zuo et
Rhee [40] conducted a literature review on the usage of
commit mining for discovering vulnerabilities. They find that
multiple techniques are used to identify vulnerabilities, from
“Hand crafted features based method” to automatic methods
such as “Semantics learning based methods” or “Commit
message study”. More ad-hoc work focusing on dataset cre-
ation has been conducted, using methods such as automatic
classification [27], static code analysis [11], existing Security
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Bulletins, Source Code and CVE Databases [5], or NVD
database and manual analysis [12]. Our work is comple-
mentary to these, and modular in what is used as “ground
truth” dataset for determining which commits introduce or fix
vulnerabilities, to be propagated to forks.

d) Vulnerability lifecycle analysis: Some works looked
into the patch development lifecycle through metrics like their
“CVE lifespan”, [17], [31], distribution [17] or dependencies
and recurrences of vulnerabilities [20]. Tan et al. [34] studied
the application of patches related to 806 CVEs, across 608 sta-
ble branches of 26 popular OSS projects. They observed that
80% of CVE-Branch pairs are unpatched; although considered
stable, numerous branches are not maintained, resulting in
the lack of patch propagation. Their observation, conducted
at the granularity of repository branches, provides further
evidence about the need of automated methods and tools to
track vulnerability propagation across forks.

VIII. CONCLUSION

In this paper, we leverage the global commit graph for
tracking, at large scale, one-day vulnerabilities (i.e., known
but unpatched vulnerabilities) across forks. Our analysis un-
derscores the far-reaching impact of vulnerabilities in millions
of open source projects. But more importantly, the opportunity
for fork ecosystem to leverage their common source code and
history to benefit security patches from each other, through
automated tooling.

Specifically, by chasing one-day vulnerabilities associated
with 7162 initial repositories, we identified 86.6 M presumed-
vulnerable new commits in forks and 1.7 M potentially un-
patched forks. We validated our approach by manually vetting
unpatched forks, ultimately obtaining confirmation by up-
stream maintainers of 3 high-severity one-day vulnerabilities
in actively used forks.

Perspectives: This work paves the way to semi-automated
analyses that could benefit fork maintainers, by notifying them
of potential one-day vulnerabilities in their projects, as well as
users that have potentially vulnerable forks in their software
supply chains.

As a future perspective, our work can also explore the
use of code clone detection techniques from the literature to
enhance the detection of equivalent commits that introduce or
fix vulnerabilities. Finally, we plan to integrate this approach
in large-scale public code archives like Software Heritage,
making it a publicly-available resource for all open-source
maintainers and users.
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