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About me

Professor, Télécom Paris, ACES team (newbie!)

Free/Open Source Software activist (20+ years)

Debian Developer & Former 3x Debian Project Leader

Former Open Source Initiative (OSI) director

Software Heritage co-founder & CTO

Research interests
Software engineering, Free/Open Source Software (FOSS)

Digital commons

Computer security

Software supply chain
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Software source code is precious knowledge

Harold Abelson, Structure and Interpretation of Computer Programs (1st ed.) 1985

“Programs must be written for people to read, and only incidentally for machines to execute.”

Apollo 11 source code (excerpt) Quake III source code ( excerpt )

Len Shustek, Computer History Museum 2006

“Source code provides a view into the mind of the designer.”
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https://archive.softwareheritage.org/swh:1:cnt:64582b78792cd6c2d67d35da5a11bb80886a6409;origin=https://github.com/virtualagc/virtualagc;visit=swh:1:snp:3c074afad81ad6b14d434b96e705e01d184752cf;anchor=swh:1:rev:007c2b95f301f9438b8b74d7993b7a3b9a66255b;path=/Luminary099/THE_LUNAR_LANDING.agc;lines=245-261/
https://archive.softwareheritage.org/swh:1:cnt:bb0faf6919fc60636b2696f32ec9b3c2adb247fe;origin=https://github.com/id-Software/Quake-III-Arena;visit=swh:1:snp:4ab9bcef131aaf449a7c01370aff8c91dcecbf5f;anchor=swh:1:rev:dbe4ddb10315479fc00086f08e25d968b4b43c49;path=/code/game/q_math.c;lines=549-572/
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Calling for source code preservation: UNESCO

UNESCO, Inria, Software Heritage invite
40 international experts meet in Paris . . .

The call is published on Feb 2019

“[We call to] support efforts to gather and preserve the artifacts and narratives of the history
of computing, while the earlier creators are still alive”
https://en.unesco.org/foss/paris-call-software-source-code
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Source code history — for open science

Software powers modern research

[. . . ] software [. . . ] essential in
their fields.
Top 100 papers (Nature, 2014)

Sometimes, if you dont have
the software, you dont have the
data
Christine Borgman, Paris, 2018

Missing pillar: software (source code)

The links in the picture are important

Nota Bene
software may be a tool, a research outcome and a research objet

access to the source code is essential!

Preserving the history of source code is important for reproducibility
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Source code history — for security and transparency
Where does reused software come from?

Do you know where it comes from?

the software you ship

the software you use

the software you acquire
the software that

has that bug
has that vulnerability

KYSW: Know Your SoftWare
Like KYC in banking, KYSW is now essential all over IT. . .

Sec. 4. Enhancing Software Supply Chain Security
ensuring and attesting, to the extent practicable, to the integrity
and provenance of open source software

May 2021 POTUS Executive Order
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https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
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Fragile

Like all digital information, FOSS is fragile

link rot: projects are created, moved around, removed

business-driven code loss (e.g., Gitorious, Google Code, Bitbucket)

data rot: physical media with legacy software decay

If a website disappears you go to the Internet Archive. . .

where do you go if (a repository on) GitHub or GitLab goes away?
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Software Heritage in a nutshell www.softwareheritage.org

T H E  G R E AT  L I B R A RY  O F  S O U RC E  C O D E

Collect, preserve and share all software source code

Preserving our heritage, enabling better software and better science for all

Reference catalog

find and reference all
software source code

Universal archive

preserve all software
source code

Research infrastructure

enable analysis of all
software source code
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The largest public source code archive, principled bit.ly/swhpaper

archive.softwareheritage.org

Technology

transparency and FOSS

replicas all the way down

Content (billions!)

intrinsic identifiers

facts and provenance

Organization

non-profit

multi-stakeholder
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A peek under the hood: a global view on the software commons

dsc

dsc

hg

hg

hg

git
git

git git

svn

svn

svn

tar

zip

software
origins

Package
repos

Forges
GitHub
lister

GitLab
lister

Debian
lister

PyPi
lister

.

.

.
Distros

...

Scheduling

Listing
(full/incremental)

A global graph linking together fully deduplicated source code artifact (files, commits,
directories, releases, etc.) to the places that distribute them (e.g., Git repositories),
providing a unified view on the entire Software Commons.
Size: ~20 B nodes, ~200 B edges, ~600 TB (uncompressed) blobs
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Software Heritage intrinsic Identifiers (SWHID) (full spec)

An emerging standard

in Linux Foundation’s SPDX 2.2

IANA registered, WikiData property P6138

Examples:

Apollo 11 AGC excerpt

Quake III rsqrt
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https://docs.softwareheritage.org/devel/swh-model/persistent-identifiers.html
https://spdx.github.io/spdx-spec/appendix-VI-external-repository-identifiers/#persistent-id
https://www.wikidata.org/wiki/Property:P6138
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A walkthrough

Browse the archive

Trigger archival of your preferred software in a breeze

Get and use SWHIDs (full spec available online)

The Apollo 11 AGC source code example

Cite software with the biblatex-software style from CTAN
Example use in a research article: compare Fig. 1 and conclusions

in the 2012 version
in the updated version using SWHIDs and Software Heritage

Example in a journal: an article from IPOL

Curated deposit in SWH via HAL, see for example: LinBox, SLALOM, Givaro,
NS2DDV, SumGra, Coq proof, . . .

Rescue landmark legacy software, see the SWHAP process with UNESCO
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https://archive.softwareheritage.org
https://save.softwareheritage.org
https://docs.softwareheritage.org/devel/swh-model/persistent-identifiers.html
https://www.softwareheritage.org/2019/07/20/archiving-and-referencing-the-apollo-source-code/
https://www.softwareheritage.org/2020/05/26/citing-software-with-style/
http://www.dicosmo.org/Articles/2012-DaneluttoDiCosmo-Pcs.pdf
https://www.dicosmo.org/share/parmap_swh.pdf
http://www.ipol.im/pub/art/2020/300/
https://doc.archives-ouvertes.fr/en/deposit/deposit-software-source-code/
https://hal.archives-ouvertes.fr/hal-02130801
https://hal.archives-ouvertes.fr/hal-01897934
https://hal.archives-ouvertes.fr/hal-02130729
https://hal.archives-ouvertes.fr/hal-02137040
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A revolutionary research infrastructure designed for source code

The graph of Software Development
Snapshots

Releases

Revisions

Directories

Contents

All software development
in a single graph . . .

The blockchain of Software Development

. . . a single
Merkle graph!

A pillar of Open Science

Reference archive of
Research Software

Reference platform for Big Code

A single, uniform data struc-
ture
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A challenging scientific and technical undertaking

A novel, large infrastructure

gigantic Merkle graph

object storage with peculiar workload

simple problems become hard, e.g., counting tens of billions of objects, or sorting all
possible origins of a node

First dataset available as open data

Antoine Pietri, Diomidis Spinellis, Stefano Zacchiroli
The Software Heritage Graph Dataset: Public software development under one roof
MSR 2019: 16th Intl. Conf. on Mining Software Repositories. IEEE
preprint: http://deb.li/swhmsr19
used as topic for the MSR 2020 mining competition

� for more, see last week’s talk with the DIG team: Analyzing the Global Graph of
Public Software Development upsilon.cc/~zack/talks/2021/2021-10-14-telecom-dig.pdf
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Outline

1 Why we must preserve the history of software source code

2 How we can preserve our software heritage

3 Demo time!

4 Scientific challenges

5 Preserving our software commons: the present and the future
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Focus on Academia: growing adoption (selection)

HAL software curated deposit workflow

Curated Archiving of Research Software Artifacts
International Journal of Digical Curation, 2020

Reference archive for swmath.org

See code links, e.g.
SemiPar package

IPOL (image processing)

archive (deposit)

reference

BibLaTeX

eLife (life sciences)

archive (save
code now)

reference

JTCAM (mechanics)

instructions for authors

biblatex-software in
journal LATEX class

Policy: France

National Plan for
Open Science

Policy: Europe

EOSC SIRS report

SWHIDs

archive

Guidelines

1 Prepare your public repository
README, AUTHORS & LICENSE files

2 Save your code
http://save.softwareheritage.org/

3 Reference your work
(full repository, specific version or code fragment)

summary

ICMS 2020
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An international, non profit initiative built for the long term

Sharing the vision

And many more ...
www.softwareheritage.org/support/testimonials

Donors, members, sponsors

Platinum sponsors

Silver sponsors

Bronze sponsors

Gold sponsors
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You may help!

Foster the adoption of research best practices

archive and reference relevant source code (save code now, and deposit)

use Software Heritage and biblatex-software in articles, journals, and books

rescue and preserve landmark legacy source code with SWHAP

Engage with Software Heritage as a researcher

use the archive for your own software-related experiments

work with us to tackle open technical and research problems

Engage with Software Heritage as an organization

become a member/sponsor

build a Software Heritage mirror

contribute to the preservation mission
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https://www.softwareheritage.org/save-and-reference-research-software/
https://hal.inria.fr/hal-01872189
https://www.softwareheritage.org/2020/05/26/citing-software-with-style/
https://www.softwareheritage.org/swhap/
https://www.softwareheritage.org/support/sponsors/


You may help!

Foster the adoption of research best practices

archive and reference relevant source code (save code now, and deposit)

use Software Heritage and biblatex-software in articles, journals, and books

rescue and preserve landmark legacy source code with SWHAP

Engage with Software Heritage as a researcher

use the archive for your own software-related experiments

work with us to tackle open technical and research problems

Engage with Software Heritage as an organization

become a member/sponsor

build a Software Heritage mirror

contribute to the preservation mission

Stefano Zacchiroli Software Heritage 2021-10-19, IDIA 17 / 18

https://www.softwareheritage.org/save-and-reference-research-software/
https://hal.inria.fr/hal-01872189
https://www.softwareheritage.org/2020/05/26/citing-software-with-style/
https://www.softwareheritage.org/swhap/
https://www.softwareheritage.org/support/sponsors/


You may help!

Foster the adoption of research best practices

archive and reference relevant source code (save code now, and deposit)

use Software Heritage and biblatex-software in articles, journals, and books

rescue and preserve landmark legacy source code with SWHAP

Engage with Software Heritage as a researcher

use the archive for your own software-related experiments

work with us to tackle open technical and research problems

Engage with Software Heritage as an organization

become a member/sponsor

build a Software Heritage mirror

contribute to the preservation mission

Stefano Zacchiroli Software Heritage 2021-10-19, IDIA 17 / 18

https://www.softwareheritage.org/save-and-reference-research-software/
https://hal.inria.fr/hal-01872189
https://www.softwareheritage.org/2020/05/26/citing-software-with-style/
https://www.softwareheritage.org/swhap/
https://www.softwareheritage.org/support/sponsors/


Thank you!
Resources

archive archive.softwareheritage.org

stay posted softwareheritage.org/newsletter

blog softwareheritage.org/blog

References (selected; full list at softwareheritage.org/publications)
Jean-François Abramatic, Roberto Di Cosmo, Stefano Zacchiroli
Building the Universal Archive of Source Code
Communication of the ACM, October 2018

Antoine Pietri, Diomidis Spinellis, Stefano Zacchiroli
The Software Heritage Graph Dataset: Large-scale Analysis of Public Software Development History
MSR 2020: 17th Intl. Conf. on Mining Software Repositories. IEEE

Roberto Di Cosmo
Archiving and Referencing Source Code with Software Heritage
International Congress on Mathematical Software (ICMS), 2020

MESRI
Second French Plan for Open Science
www.ouvrirlascience.fr/second-national-plan-for-open-science, 2001
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Archiving goals
Targets: VCS repositories & source code releases (e.g., tarballs, packages)

We DO archive
file content (= blobs)

revisions (= commits), with full metadata

releases (= tags), ditto

where (origin) & when (visit) we found any of the above

. . . in a VCS-/archive-agnostic canonical data model

We DON’T archive (yet)

homepages, wikis

BTS/issues/code reviews/etc.

mailing lists

Long term vision: play our part in a "semantic wikipedia of software"

Stefano Zacchiroli Software Heritage 2021-10-19, IDIA 1 / 3



Data model
Origin

+ url: str

branches

Snapshot

*

*

Release

directory

Revision

*

**

*

Merkle DAG

target 1

entries

parents

snapshots

+ id: sha1

Directory
entries

+ id: sha1+ id: sha1
+ author: str
+ name: str
+ message: str
+ timestamp: datetime

+ id: sha1
+ author: str
+ message: str
+ timestamp: datetime

Content

+ id:sha1

A global graph linking together fully deduplicated source code artifact (files, commits,
directories, releases, etc.) to the places that distribute them (e.g., Git repositories),
providing a unified view on the entire Software Commons.
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The archive: a (giant) Merkle DAG
origin visit

https://forge.softwareheritage.org/source/helloworld.git
snapshot

1
timestamp

Fri Feb 9 12:38:45 2018 +01000861db5e…

<<Revision>>
a3ee21ad…

+author = "Stefano Zacchiroli <zack@…>"
+message = "add build toolchain …"
+timestamp = Thu Feb 8 10:49:29 2018 +0100
+directory: Directory
+parents: Revision list

<<Directory>>
b94a90cd…

+entries
   ".gitignore"
   "Makefile"
   "hello.c"

<<Content>>
225ae01b…

+data = "all: hello\n\n…"

<<Revision>>
43ef7dcd…

+author = "Stefano Zacchiroli <zack@…>"
+message = "add licensing information and README"
+timestamp = Thu Feb 8 10:54:09 2018 +0100
+directory: Directory
+parents: Revision list

<<Directory>>
fa8c0908…

+entries
   ".gitignore"
   "COPYING"
   "Makefile"
   "README.md"
   "hello.c"

<<Content>>
a1afd006…

+data = "…Yet another…"

<<Release>>
edf82f21…

+author = "Stefano Zacchiroli <zack@…>"
+name = "1.0"
+message = "1.0 release"
+timestamp = Thu Feb 8 15:51:00 2018 +0100
+target

<<Snapshot>>
0861db5e…

+branches
   HEAD
   refs/heads/master
   refs/tags/1.0

Archive content
after visit 1

<<Content>>
c839dea9…

+data = "#include …"

<<Directory>>
6ca2e444…

+entries
   "hello.c"

<<Revision>>
1886826f…

+author = "Stefano Zacchiroli <zack@…>"
+message = "implement a trivial …"
+timestamp = Thu Feb 8 10:44:35 2018 +0100
+directory: Directory
+parents: Revision list = None
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snapshot
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timestamp
Fri Feb 9 12:38:45 2018 +0100

Fri Feb 9 13:29:00 2018 +0100

https://forge.softwareheritage.org/source/helloworld.git 3 Fri Feb 9 15:52:50 2018 +0100510aa88b…
0861db5e…
0861db5e…

<<Revision>>
a3ee21ad…

+author = "Stefano Zacchiroli <zack@…>"
+message = "add build toolchain …"
+timestamp = Thu Feb 8 10:49:29 2018 +0100
+directory: Directory
+parents: Revision list

<<Directory>>
b94a90cd…

+entries
   ".gitignore"
   "Makefile"
   "hello.c"

<<Content>>
225ae01b…

+data = "all: hello\n\n…"

<<Revision>>
43ef7dcd…

+author = "Stefano Zacchiroli <zack@…>"
+message = "add licensing information and README"
+timestamp = Thu Feb 8 10:54:09 2018 +0100
+directory: Directory
+parents: Revision list

<<Revision>>
c7640e8d…

+author = "Stefano Zacchiroli <zack@…>"
+message = "move source code to src/\n…"
+timestamp = Thu Feb 8 15:26:08 2018 +0100
+directory: Directory
+parents: Revision list

<<Directory>>
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+entries
   ".gitignore"
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   "Makefile"
   "README.md"
   "hello.c"

<<Content>>
a1afd006…

+data = "…Yet another…"

<<Directory>>
45f0c078…

+entries
   "COPYING"
   "Makefile"
   "README.md"
   "src"

<<Release>>
edf82f21…

+author = "Stefano Zacchiroli <zack@…>"
+name = "1.0"
+message = "1.0 release"
+timestamp = Thu Feb 8 15:51:00 2018 +0100
+target

<<Snapshot>>
0861db5e…

+branches
   HEAD
   refs/heads/master
   refs/tags/1.0

<<Snapshot>>
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+branches
   HEAD
   refs/heads/master
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 Archive content
 after visits 1 and 2

<<Content>>
c839dea9…

+data = "#include …"

<<Directory>>
6ca2e444…

+entries
   "hello.c"

<<Revision>>
1886826f…

+author = "Stefano Zacchiroli <zack@…>"
+message = "implement a trivial …"
+timestamp = Thu Feb 8 10:44:35 2018 +0100
+directory: Directory
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...

Archive content
after visits 1, 2 and 3

Stefano Zacchiroli Software Heritage 2021-10-19, IDIA 3 / 3


	Why we must preserve the history of software source code
	How we can preserve our software heritage
	Demo time!
	Scientific challenges
	Preserving our software commons: the present and the future
	Appendix

