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About the speaker

Professor of Computer Science, Télécom Paris, Polytechnic Institute of Paris

Free/Open Source Software activist (25+ years)

Debian Developer & Former 3x Debian Project Leader

Former Open Source Initiative (OSI) director

Software Heritage co-founder & CSO

SECUBIC site lead for Télécom Paris
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Enhancing software Reuse, Security and Transparency

Software complexity is growing. . .
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Matplotlib library

Python dependencies

Real dependencies

Fake OS dependencies
induced by package granularity

. . . you need to Know Your Software (KYSW)

Sec. 4. Enhancing Software Supply Chain Security
ensuring and attesting [. . . ] to the integrity and provenance of open source software

May 2021 POTUS Executive Order
EU Cyber Resilience Act (2024/2847)
Regulation aims to [. . . ] ensuring [. . . ] software products [. . . ] with fewer vulnerabilities.

We need a trusted knowledge base providing software integrity and provenance!
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Software Heritage, in a nutshell www.softwareheritage.org

T H E  G R E AT  L I B R A RY  O F  S O U RC E  C O D E

Collect, preserve and share all software source code

Preserving our heritage, enabling better software and better science for all

Reference catalog

find and reference all
software source code

Universal archive

preserve and share all
software source code

Research infrastructure

enable analysis of all
software source code
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The largest software archive, a shared infrastructure

One infrastructure
open and shared

The largest archive ever built
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A peek under the hood: a universal archive
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tar
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contents

Global development history permanently archived in a uniform data model

over 24 billion unique source files from over 375 million software projects

~2PB (compressed) blobs, ~50 B nodes, ~900 B edges
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A revolutionary infrastructure for industry
The graph of public software development

Snapshots

Releases

Revisions

Directories

Contents

All of the software development in a single graph!

lookup by content hash
wayback machine for software development

http://archive.softwareheritage.org/

. . . and much more

The global ledger of public code

All of a software development. . . in a single Merkle graph!
Widely used crypto (e.g., Git, blockchains, IPFS, . . . )

built-in deduplication

intrinsic, unforgeable identifiers at all levels

simplifies traceability (licensing, supply chain
management)
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Referencing all source code artifacts with SWHIDs
Software Heritage Identifiers (SWHID) see swhid.org

50+B
intrinsic,
decentralised,
cryptographic

Full fledged source code references for traceability, integrity and reproducibility

Linux Foundation SPDX 2.2

IANA-registered "swh:"
WikiData property P6138

Examples: Apollo 11 AGC excerpt, Quake III rsqrt
Guidelines available, see the HOWTO

ISO/IEC 18670, see swhid.org
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https://www.softwareheritage.org/howto-archive-and-reference-your-code/
https://www.iso.org/standard/89985.html
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Anatomy of a KYSW toolchain

A code scanner is the key ingredient of all KYSW toolchains: it scans a local source code
base and compares it to a FOSS knowledge base, summarizing findings.
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SWH Scanner

Vision
swh-scanner is an open source and open data source code scanner for open
compliance workflows, backed by the largest public archive of FOSS source code.

Design

Partition a source tree into known (= published before) v. unknown

Provide provenance information on demand

Software Heritage Archive as ground truth for public code

Merkle DAG model and SWHIDs for maximum efficiency

File-level granularity

Code: gitlab.softwareheritage.org/swh/devel/swh-scanner (GPL 3+)
Package: pypi.org/project/swh.scanner
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Leveraging the Software Heritage data model for efficient scanning

Merkle DAG
Efficient scanning

If a node (e.g., the root directory of a
project) is known to the Software
Heritage archive, all contained files
and directories are known as well → no
need to query for them!

If a node is not known, we recurse to
children and stop querying when
reaching known nodes (e.g., embedded
copies of 3rd party FOSS code or
previous versions)

Daniele Serafini, Stefano Zacchiroli
Efficient Prior Publication Identification for Open
Source Code
OSS+OpenSym 2022. ACM 2022.
https://hal.science/hal-03735961/
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Demo

Setup

$ pip install swh-scanner

$ swh scanner setup
$ swh scanner scan $PROJECT_PATH

Demo
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swh-scanner demo — Efficiency

$ du -sh --exclude=.git /srv/src/linux/git
4,1G /srv/src/linux/git

$ time swh scanner scan /srv/src/linux
Files: 78277

known: 78267 ( 99%)
directories: 5085

fully-known: 5081 ( 99%)
partially-known: 4 ( 0%)

38,65s user 4,71s system 81% cpu 53,127 total

$ swh scanner scan --output-format ndjson /srv/src/linux/git | grep false
...
{"scripts/kconfig/symbol.o": {"swhid": "swh:1:cnt:874f19...", "known": false}}
...
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Source code provenance

Key findings

The amount of original commits in public code doubles every ~30 months and has
been doing so for 20+ years; original source code files double every ~22 months

It is possible to trace the provenance of source code artifacts at this scale in a
compact relational model via the notion of isochrone graphs.

Rousseau, Di Cosmo, Zacchiroli
Software Provenance Tracking at the Scale of Public Source Code
Empir. Softw. Eng. 25(4): 2930-2959 (2020)
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SWH @ SECUBIC — Vision

index
source code

Software
Heritage

archived in

build

source
fingerprints

download
/clone

binary
fingerprint

binary
analysis

SBOM

traditional
source-level

SCA

git repo,
source pkg,

…

product
binary

product
source
code

binary bill
of materials

provenance
tracking

binary/source
matching

Leverage Software Heritage as
a comprehensive archive of
public code, to extract source
code fingerprints that can be
matched to binaries, e.g.,
symbols (for unstripped
binaries), static data, etc.

Extract binary fingerprints
from binaries of interest;
match them against the
source fingerprints database

Use Software Heritage
provenance information to
identify origin
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SWH @ SECUBIC — Challenges

Scale
Indexing the 2 PiB of source code archived by Software Heritage is not feasible, and
out of scope for SECUBIC
The focus of SECUBIS is on developing scalable techniques, not creating the actual
fingerprints base

Industrial partners might be interested in picking this up though!

Approach: focus on subset of interests of the archive, e.g., by programming
language ecosystem a

aSun, German, Zacchiroli. Using the uniqueness of global identifiers to determine the provenance of
Python software source code. Empir Software Eng 28, 107 (2023).

Ambiguity

How many open source projects contain a print function?

How many versions of the same project do?
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Open compliance vs Source code scanning

Definition (Open Compliance)

The pursuit of compliance with license obligations and other best practices for the
management of open source software components, using only open technologies such
as: open source software, open data information, and open access documentation.

Why

Reduced lock-in risks, lower total cost of ownership (TCO), crowdsourcing, alignment
with FOSS community ethos.

Q: Can we build an industry-grade source code scanning tool, compliant with
Open Compliance principles, on top of Software Heritage?
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