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@ Introduction
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About the speaker

@ Professor of Computer Science, Télécom Paris, Polytechnic Institute of Paris
@ Free/Open Source Software activist (25+ years) ,
@ Debian Developer & Former 3x Debian Project Leader

@ Former Open Source Initiative (OSI) director
o Software Heritage co-founder & CSO

o SECUBIC site lead for Télécom Paris
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Enhancing software Reuse, Security and Transparency
ou need t w Your Software (KYSW)

Software complexity is growing...
s [ . :
Equifax website hack exposes data for
- SolarWinds hack that breached gov  ~143 million US consurners

Matplotlib lib o
atploti lbrary networks poses a ‘graverisk” tothe =

e ——— nation

DoJ says SolarWinds hackers breached its
Office 365 system and read email

| il
Log4j: Google and IBM call for list of
critical open source projects Dependency Confusion: How |
s e st ‘peceror Hacked Into Apple, Microsoft

and Dozens of Other Companies

®

Real dependencies

Sec. 4. Enhancing Software Supply Chain Security
ensuring and attesting [... ] to the integrity and provenance of open source software
o May 2021 POTUS Executive Order
EU Cyber Resilience Act (2024/2847)
Regulation aims to [... | ensuring [... ] software products [... ] with fewer vulnerabilities.

We need a trusted knowledge base providing software integrity and provenance!
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https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/

© Software Heritage
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Software Heritage, in a nutshell www.softwareheritage.org
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Preserving our heritage, enabling better software and better science for all

v
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The largest software archive, a shared infrastructure
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A peek under the hood: a universal archive

Forges
GitHub Software Heritage Archive

u O L Eiliniind Merkle DAG + blob storage
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Global development history permanently archived in a uniform data model

@ over 24 billion unique source files from over 375 million software projects

@ ~2PB (compressed) blobs, ~50 B nodes, ~900 B edges

Stefano Zacchiroli Software Heritage for Open Source Compliance



A revolutionary infrastructure for industry

The graph of public software development

7 All of the software development in a single graph!

o lookup by content hash

@ wayback machine for software development
e http://archive.softwareheritage.org/

@ ... and much more

The global ledger of public code

Widely used crypto (e.g., Git, blockchains, IPFS, ...)
@ built-in deduplication
@ intrinsic, unforgeable identifiers at all levels

o simplifies traceability (licensing, supply chain
management)

contents
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http://archive.softwareheritage.org/

Referencing all source code artifacts with SWHIDs

Software Heritage Identifiers (SWHID)

schema_version object_id
i [
::Plddb23118f92d721809935673990cf58f1d07fa }
50+B
[ v . ..
prefix object_type I l’]trl nsic .
origin_ctxt—pt ;origin=https://github.com/chrislgarry/Apollo-11 ] 9
C——  “snp” - snapshot .
¥ st ctxt—f visd tmswhrLsanp: 206627000031 s | decentralised, &
“rel” - release
/\ P o mien anchor_ctxt ;anchor=swh:1:rev:3913£198£4383d4d638c0485d6aa902££2£35828 ] C ryptograp h IC
4 "dir” - directory path_ctxt ;jpath=/Luminary099/BURN_BABY BURN--MASTER IGNITION ROUTINE.agc ]

“ent” - content -
lines_ctxt ;lines=64-72

Full fledged source code references for traceability, integrity and reproducibility

~ L [Eewrelec e S Examples: Apollo 11 AGC excerpt, Quake Il rsqrt
o IANA-registered "swh : " Guidelines available, see the HOWTO
o WikiData property P6138 ISO/IEC 18670, see swhid.org

Stefano Zacchiroli
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https://swhid.org/
https://www.softwareheritage.org/2020/07/09/intrinsic-vs-extrinsic-identifiers/
https://www.softwareheritage.org/2020/07/09/intrinsic-vs-extrinsic-identifiers/
https://www.softwareheritage.org/2020/07/09/intrinsic-vs-extrinsic-identifiers/
https://spdx.github.io/spdx-spec/appendix-VI-external-repository-identifiers/#persistent-id
https://www.wikidata.org/wiki/Property:P6138
https://archive.softwareheritage.org/swh:1:cnt:64582b78792cd6c2d67d35da5a11bb80886a6409;origin=https://github.com/virtualagc/virtualagc;lines=245-261/
https://archive.softwareheritage.org/swh:1:cnt:bb0faf6919fc60636b2696f32ec9b3c2adb247fe;origin=https://github.com/id-Software/Quake-III-Arena;lines=549-572/
https://www.softwareheritage.org/howto-archive-and-reference-your-code/
https://www.iso.org/standard/89985.html
https://swhid.org

© SWH Scanner
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Anatomy of a KYSW toolch

- pn
custom |- security
policy - code quality

>

F955t gatherer matcher ! 2
projects

report

- actual issues,

- provenance Su¢
- copyright/license - false positives
- checksums - false negatives

- github - other indexes (AST, full-text, ...)

- debian =

- maven central - CVEs customer . ource

code - binary

A code scanner is the key ingredient of all KYSW toolchains: it scans a local source code
base and compares it to a FOSS knowledge base, summarizing findings. J
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SWH Scanner

swh-scanner is an open source and open data source code scanner for open

compliance workflows, backed by the largest public archive of FOSS source code.
Ty

Design

o Partition a source tree into known (= published before) v. unknown
Provide provenance information on demand

Software Heritage Archive as ground truth for public code

Merkle DAG model and SWHIDs for maximum efficiency

°
°
°
o File-level granularity

Code: gitlab.softwareheritage.org/swh/devel/swh-scanner (GPL 3+)
Package: pypi.org/project/swh.scanner
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https://gitlab.softwareheritage.org/swh/devel/swh-scanner
https://pypi.org/project/swh.scanner/

Leveraging the Software Heritage data model for efficient scanning

Efficient scanning
Merkle DAG .
o If a node (e.g., the root directory of a
origms project) is known to the Software
Heritage archive, all contained files
and directories are known as well — no
need to query for them!

@ If a node is not known, we recurse to
children and stop querying when
reaching known nodes (e.g., embedded
copies of 3rd party FOSS code or
previous versions)

@ Daniele Serafini, Stefano Zacchiroli

Efficient Prior Publication Identification for Open
Source Code

’ https://hal.science/hal-03735961/
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https://hal.science/hal-03735961/

Demo

Setup

$ pip install swh-scanner

$ swh scanner setup
$ swh scanner scan $PROJECT_PATH

Demo
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swh-scanner demo — Efficiency

$ du -sh --exclude=.git /srv/src/linux/git
4,1G /srv/src/linux/git

$ time swh scanner scan /srv/src/linux

Files: 78277
known : 78267 ( 99%)

directories: 5085
fully-known: 5081 ( 99%)
partially-known: 4 ( 0%)

38,65s user 4,71s system 81% cpu 53,127 to

tal

$ swh scanner scan --output-format ndjson

{"scripts/kconfig/symbol.o": {"swhid": "swh:1:cnt:874f19...", "known": false}}

/srv/src/linux/git | grep false

V.

Stefano Zacchiroli
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Source code provenance
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Key findings

@ The amount of original commits in public code doubles every ~30 months and has
been doing so for 20+ years; original source code files double every ~22 months

@ It is possible to trace the provenance of source code artifacts at this scale in a
compact relational model via the notion of isochrone graphs.

@ Rousseau, Di Cosmo, Zacchiroli

Software Provenance Tracking at the Scale of Public Source Code
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© SWH @ SECUBIC
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SWH @ SECUBIC — Vision

o Leverage Software Heritage as
a comprehensive archive of
public code, to extract source
code fingerprints that can be
matched to binaries, e.g.,
symbols (for unstripped
binaries), static data, etc.

traditional
source-level
SCA

‘ git repo,

source pkg,

download
Iclone

product
source
code

product
binary

binary
analysis

archived in

Software
Heritage

e Extract binary fingerprints
from binaries of interest;
match them against the
source fingerprints database

i = @ Use Software Heritage

provenance information to

identify origin

index
source code

source
fingerprints

binary
fingerprint

binary/source
matching
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SWH @ SECUBIC — Challenges

o Indexing the 2 PiB of source code archived by Software Heritage is not feasible, and
out of scope for SECUBIC

o The focus of SECUBIS is on developing scalable techniques, not creating the actual
fingerprints base :

o Industrial partners might be interested in picking this up though! )

@ Approach: focus on subset of interests of the archive, e.g., by programming
language ecosystem ¢

“Sun, German, Zacchiroli. Using the uniqueness of global identifiers to determine the provenance of
Python software source code. Empir Software Eng 28, 107 (2023).

V.
Ambiguity

@ How many open source projects contain a print function?

@ How many versions of the same project do?
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Appendix
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Open compliance vs Source code scanning

Definition (Open Compliance)

The pursuit of compliance with license obligations and other best practices for the
management of open source software components, using only open technologies such

as: open source software, open data information, and open access documentation.

Reduced lock-in risks, lower total cost of ownership (TCO), crowdsourcing, alignment
with FOSS community ethos.

Q: Can we build an industry-grade source code scanning tool, compliant with
Open Compliance principles, on top of Software Heritage?
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