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@ Software as knowledge
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Software is dual-form knowledge

-

“The source code for a work means the preferred form of theswork for
making modifications to it."

GPE Licence

Hello World J
ello Wor .

Program (excerpt of binary)

4004e6:
4004e7:
4004ea:
4004 ef:
4004f4:
4004f9:
4004fa:
4004fb:

55
48
bf
b8
e8
90
5d
c3

89 e5

84 05 40 00
00 00 00 00
c7 fe ff ff

Program (source code)

/* Hello World program */
#include<stdio.h>

void main()

{
¥

printf("Hello wWorld");
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Software source code is precious human knowledge

Harold Abelson, Structure and Interpretation of Computer Programs (1st ed.)

“Programs must be written for people to read, and only incidentally for machines to execute.”

lo 11 source code ( )
P63SPOT3 cA BIT6 # IS THE LR ANTENNA IN POSITION 1 YET float Q_rsqrt( float number )
EXTEND { -
RAND  CHAN33 Tong i;
EXTEND float x2, yi
BZF P63SPOT4 # BRANCH IF ANTENNA ALREADY IN POSITION 1 const float threehalfs = 1.5F;
CAF CODES00 # ASTRONAUT:  PLEASE CRANK THE X2 = number * 0.5F;
TC BANKCALL # SILLY THING AROUND y = number;
CADR GOPERF1 i=* (long * ) &; // evil floating point bit level hacking
TCF GOTOPOOH # TERMINATE i = 0x5f3759df - ( i >> 1 ); // what the fuck?
TCF P63SPOT3 # PROCEED SEE IF HE'S LYING y =* ( float * ) &i;
y =y * ( threehalfs - ( x2 *y *y ) ); // Ist iteration
P63SPOT4 T BANKCALL # ENTER INITIALIZE LANDING RADAR //y =y * ( threehalfs - ( x2*y*y ) );// 2nd iteration, this
CADR SETPOS1 can be removed
return y;
Tc POSTIUMP # OFF TO SEE THE WIZARD ...
CADR  BURNBABY
< 4

Len Shustek, Computer History Museum

“Source code provides a view into the mind of the designer.”
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https://archive.softwareheritage.org/swh:1:cnt:64582b78792cd6c2d67d35da5a11bb80886a6409;origin=https://github.com/virtualagc/virtualagc;visit=swh:1:snp:3c074afad81ad6b14d434b96e705e01d184752cf;anchor=swh:1:rev:007c2b95f301f9438b8b74d7993b7a3b9a66255b;path=/Luminary099/THE_LUNAR_LANDING.agc;lines=245-261/
https://archive.softwareheritage.org/swh:1:cnt:bb0faf6919fc60636b2696f32ec9b3c2adb247fe;origin=https://github.com/id-Software/Quake-III-Arena;visit=swh:1:snp:4ab9bcef131aaf449a7c01370aff8c91dcecbf5f;anchor=swh:1:rev:dbe4ddb10315479fc00086f08e25d968b4b43c49;path=/code/game/q_math.c;lines=549-572/

Software source code is fragile
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Like all digital information, FOSS is fragile

@ link rot: projects are created, moved around, removed
@ business-driven code loss (e.g., Gitorious, Google Code, Bitbucket)

o data rot: physical media with legacy software decay

If a website disappears you go to the Internet Archive...

where do you go if (a repository on) GitHub or GitLab goes away?

Stefano Zacchiroli
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Software Heritage, in a nutshell

www.softwareheritage.org

A
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<+3'%- Software Heritage
L\ﬂAV“ THE GREAT LIBRARY OF SOURCE CODE B
v

Collect, preserve and share all software source code

Preserving our heritage, enabling better software and better science for all

Reference catalog Research infrastructure
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find and reference all
software source code

preserve and share all
software source code

enable analysis of all
software source code
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The largest software archive, a shared infrastructure

One infrastructure
open and shared

Source files

27,530,677,699

[ Research

Public Administration

Cultural Heritage Industry

il ﬁ? 4 a'f'a

Software Heritage

The largest archive ever built

Commits & 1y Projects

o Bitbucket

5,790,477,790 422,797,163

Directories

21,551,272,560
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Authors Releases
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A peek under the hood: a universal archive

Forges
GitHub Software Heritage Archive

u O L Eiliniind Merkle DAG + blob storage
Git

loader
GitLab
lister

Mercurial
loader

Distros

Debian
lister

OC g

Package

Debian source
package loader

lister

Taps > )
(& Pé N Listing Loading
(full/incremental) & deduplication

\’ Qéjswm &@)

Global development history permanently archived in a uniform data model

@ over 27 billion unique source files from over 420 million software projects

@ ~2PB (compressed) blobs, ~50 B nodes, ~1 trillion edges
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Merkle trees

Merkle tree (R. C. Merkle, CRYPTO 1987)

Top Hash
hash( o8} )
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/ \ / \ @ tree :
Hash Hash Hash Hash .
oo o o & @ hash function
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y

Classical cryptographic construction

o fast, parallel signature of large data structures
o widely used (e.g., Git, blockchains, IPFS, ...)

@ built-in deduplication
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Data model

Origin

+ url: str

snapshots | *

( N
*
Snapshot
erkie
*
branches
parents
* * i
entries
isi Directo Content
Release b target 1 Revision — ry o
+ id: shal + id: shal . +id: shal 4 +id:sha
+ author: str + author: str directory > entries
+ name: str + message: str
+ message: str + timestamp: datetime
+ timestamp: datetime
J

A global graph linking together fully deduplicated source code artifact (files, commits,
directories, releases, etc.) to the places that distribute them (e.g., Git repositories),
providing a unified view on the entire Software Commons.
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The archive: a (giant) Merkle DAG

timestamp

origin visit snapshot
it 1 " 0861db5e. Fri Feb 9 12:38:45 2018 +0100
/
/
/
/
/
/
/
/
/
/
/
/
/
i
/
/
/
/
<<Snapshot>> le-"" <<Revision>> <<Directory>> <<Content>>
0861db5e... 43ef7dcd... fa8c090! alafd00
[+branches +author = "Stefano Zacchiroli <zack@.>" +entries fdata = ".Yet another.”
HEAD +nessage = "add licensing information and README" *.gitignore"
refs/heads/master +timestamp = Thu Feb 8 10:54:09 2018 +0100 “COPYING"
refs/tags/1.0 +directory: Directory “Makefile"
+parents: Revision list “README .md"
“hello.c"
<<Release>> <<Revision>> <<Directory>>
edf82f21... a3ee2lad... b94a90cd...
+author = "Stefano Zacchiroli <zack@.>" +author = "Stefano Zacchiroli <zacke.. +entries
+name = "1. +message = "add build toolchain .." *.gitignore" <<Content>>
+message = “1.0 release" +timestamp = Thu Feb 8 10:49:29 2018 +0100 "Makefile" 225ae01b...
+timestamp = Thu Feb 8 15:51:00 2018 +0100 +directory: Directory "hello.c” +data = "all: hello\n\n.."
+target: +parents: Revision list
<<Revision>> <<Directory>> <<Content>>
1886826f... 6ca2eddd... c839dead...
+author = "Stefano Zacchiroli <zack@.>" Fentries +data = "#include ."
+message = "implement a trivial .." “hello.c"
+timestamp = Thu Feb 8 10:44:35 2018 +0100
Archive content +directory: Directory.
+parents: Revision list = None

after visit 1

timestam)
Software Heritage

visit snapshot




Demo time!

e 6 6 6 6 o

Browse the archive

Trigger archival of your preferred software in a breeze
Get and use SWHIDs (full specification available online)
The Apollo 11 AGC source code example

Cite software with the biblatex-software style from CTAN
Example use in a research article: compare Fig. 1 and conclusions

e in the 2012 version
e in the updated version using SWHIDs and Software Heritage

Example in a journal: an article from [POL

Curated deposit in SWH via HAL, see for example: LinBox, SLALOM, Givaro,
NS2DDV, SumGra, Coq proof, ...

Rescue landmark legacy software, see the SWHAP process with UNESCO
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https://archive.softwareheritage.org
https://save.softwareheritage.org
https://docs.softwareheritage.org/devel/swh-model/persistent-identifiers.html
https://www.softwareheritage.org/2019/07/20/archiving-and-referencing-the-apollo-source-code/
https://www.softwareheritage.org/2020/05/26/citing-software-with-style/
http://www.dicosmo.org/Articles/2012-DaneluttoDiCosmo-Pcs.pdf
https://www.dicosmo.org/share/parmap_swh.pdf
http://www.ipol.im/pub/art/2020/300/
https://doc.archives-ouvertes.fr/en/deposit/deposit-software-source-code/
https://hal.archives-ouvertes.fr/hal-02130801
https://hal.archives-ouvertes.fr/hal-01897934
https://hal.archives-ouvertes.fr/hal-02130729
https://hal.archives-ouvertes.fr/hal-02137040
https://hal.archives-ouvertes.fr/lirmm-02136558
https://hal.archives-ouvertes.fr/hal-02155786
https://www.softwareheritage.org/swhap/

© Research highlights: datasets for the masses
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Software Heritage dataset portal

datasets.softwareheritage.org
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https://datasets.softwareheritage.org/

Graph dataset
Use case: large scale analyses of the most comprehensive corpus on the development

history of free/open source software.

@ Antoine Pietri, Diomidis Spinellis, Stefano Zacchiroli
The Software Heritage Graph Dataset: Public software development under one roof
MSR 2019: 16th Intl. Conf. on Mining Software Repositories. IEEE :
preprint: http://deb.1i/swhmsr19

Dataset

o Relational representation of the full graph as a set of tables

@ Available as open data: docs.softwareheritage.org/devel/swh-dataset/graph
@ Chosen as subject for the MSR 2020 Mining Challenge

@ Local use: set of Apache ORC files (10+ TiB in total)
o Live usage: Amazon Athena (SQL-queriable), Azure Data Lake
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http://deb.li/swhmsr19
https://docs.softwareheritage.org/devel/swh-dataset/graph/

Graph dataset — example

© Completed Timein queue: 272ms  Runtime: 33.545sec  Data scanned: 94.51 GB. ‘ '
Results (20) @ Copy ‘ Download results
Q Search rows 1 @ .
. h v < v word v l
Query using Amazon Athena R . '
SELECT COUNT(*) AS C, word FROM ( 2 163328012 merg
SELECT word_stem(lower(split_part( 3 140044381 add
: 5 5
trlm(fromfuth(rpessage)), , 1)) . ©05500517 .
AS word FROM revision
WHERE length(message) < 1000000) s 103646653 ad
WHERE word != ’’ 6 52891401 bump
GROUP BY word §
7 50067041 initi
ORDER BY C
DESC LIMIT 20; s 45609622 et
9 42633225 remov
10 32230842 chang
m 23110410 delet
12 20734745 new
13 16644508 commit
12 15651821 test
y
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Graph dataset — example

Merge arity
i.e., how often is a commit based upon? i.e., how large are merges?
SELECT fork deg, count(*) FROM ( SELECT merge_deg, COUNT(*) FROM (
SELECT id, count(*) AS fork_deg SELECT parent_id, COUNT(*) AS merge_deg
FROM revision_history GROUP BY id) t FROM revision_history GROUP BY parent_id) t
GROUP BY fork_deg ORDER BY fork_deg; GROUP BY merge_deg ORDER BY merge_deg;
1x1010 T T T T T T T 1x1010 T T T T T T T
1x10° - A E 1x10° - + S
1x108 n g 1x108 + 8
g 1x107 + B § 1x107 - :
S 1xa0Sf 4 4 8 1x108 4
% 100000 (- E % 100000 [- + g
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Degree Degree
y y
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License dataset

@ Stefano Zacchiroli
A Large-scale Dataset of (Open Source) License Text Variants
MSR 2022 (best dataset paper) + Empir. Soft. Eng. 28(6): 147 (2023)
preprint: https://arxiv.org/abs/2308.11258

Dataset
@ 6.9 million unique full texts of FOSS license variants :
o Detected using filename patterns across the entire SWH archive

o LICENSE, COPYRIGHT, NOTICE, etc.

@ Metadata: file lengths measures, detected MIME type, detected SPDX license (via

ScanCode), example origin repository, oldest public commit of origin, ground truth
V.

e Empirical studies on FOSS licensing, including phylogenetics

@ Training of automated license classifiers

o NLP analyses of legal texts

Stefano Zacchiroli Software Heritage 2026-02-04, ENS Lyon 17/ 38


https://arxiv.org/abs/2308.11258

The Software Heritage Filesystem (SwhFS)

The Software Heritage Filesystem (SwhFS) is a user-space POSIX filesystem that enables

browsing parts of the Software Heritage archive as if it were locally available.

@ Code: forge.softwareheritage.org/source/swh-fuse

@ Documentation: docs.softwareheritage.org/devel/swh-fuse

@ Thibault Allancon, Antoine Pietri, Stefano Zacchiroli

The Software Heritage Filesystem (SwhFS): Integrating Source Code Archival with

Development

https://arxiv.org/abs/2102.06390

2026-02-04, ENS Lyon

18/38

Stefano Zacchiroli

Software Heritage


https://forge.softwareheritage.org/source/swh-fuse/
https://docs.softwareheritage.org/devel/swh-fuse/
https://arxiv.org/abs/2102.06390

The Software Heritage Filesystem (SwhFS) — example

$ mkdir swhfs
$ swh fs mount swhfs/ # mount the archive
$ cd swhfs/

$ cat archive/swh:1:cnt:c839dea9e8e6f0528b468214348fee8669b305b2
#include <stdio.h>

int main(void) {
printf ("Hello, World!\n");
3

$ cd archive/swh:1:dir:1fee702c7e6d14395bbf5ac3598e73bcbf97b030
$ 1s | we -1

127

$ grep -i antenna THE_LUNAR_LANDING.s | cut -f 5

# IS THE LR ANTENNA IN POSITION 1 YET

# BRANCH IF ANTENNA ALREADY IN POSITION 1

Stefano Zacchiroli Software Heritage 2026-02-04, ENS Lyon
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The Software Heritage Filesystem (SwhFS) — example (cont.)

$ cd archive/swh:1:rev:9d76c0b163675505d1a901e5fe5249a2c55609bc

$ 1s -F

history/ meta.jsone parente parents/ roote
$ jq ’.author.name, .date, .message’ meta.json
"Michal Golebiowski-Owczarek"
"2020-03-02T23:02:42+01:00"
"Data:Event:Manipulation: Prevent collisions with Object.prototype ..."
$ find root/src/ -type f -name ’*.js’ | xargs cat | wc -1
10136
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Graph compression

Q: Is it possible to efficiently perform software development history analyses at the scale
of Software Heritage archive on a single, relatively cheap machine?

Apply graph compression techniques from the field of network analysis.

.4 v

The entire archive graph (35 B nodes, 500 B edges) can be loaded in 300 GiB and then
traversed at the cost of tens of ns per edge (= a few hours for a full single-thread visit).

@ Paolo Boldi, Antoine Pietri, Sebastiano Vigna, Stefano Zacchiroli

Ultra-Large-Scale Repository Analysis via Graph Compression

SANER 2020, 27th Intl. Conf. on Software Analysis, Evolution and Reengineering. IEEE
@ Tommaso Fontana, Sebastiano Vigna, Stefano Zacchiroli

WebGraph: The Next Generation (Is in Rust)

WWW’24, the ACM Web Conference 2024 y

Rust and gRPC APlIs available: docs.softwareheritage.org/devel/swh-graph/
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https://docs.softwareheritage.org/devel/swh-graph/

Background — (Web) graph compression

Definition (The graph of the Web)

Directed graph that has Web pages as nodes and hyperlinks between them as edges.

Properties (1)
@ Locality: pages link to pages whose URLs are lexicographically similar. URLs share |
long common prefixes.

— use D-gap compression

v

Adjacency lists D-gapped adjacency lists

Node  Outdegree  Successors Node  Outdegree  Successors
15 11 13,15,16,17,18,19,23,24,203,315,1034 15 11 3,1,0,0,0,0,3,0,178,111,718
16 10 15,16,17,22,23,24,315,316,317,3041 16 10  1,0,0,4,0,0,290,0,0,2723
17 0 17 0
18 5  13,15,16,17,50 18 5 91,0032
- V. V.
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Background — (Web) graph compression

Definition (The graph of the Web)

Directed graph that has Web pages as nodes and hyperlinks between them as edges.
. A

Properties (2) 4

o Similarity: pages that are close together in lexicographic order tend to have many
COMMON SUCCEeSSOrs.

— use reference Compression

| L

Adjacency lists Copy lists
Node  Outd. Successors Node Ref. Copy list Extra nodes
15 11 13,15,16,17,18,19,23,24,203,315,1034 15 0 13,15,16,17,18,19,23,24,203,315,1034
16 10 15,16,17,22,23,24,315,316,317,3041 16 1 01110011010 22,316,317,3041
17 0 17
18 5 13,15,16,17,50 18 3 11110000000 50
| |
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Graph compression pipeline

Merkle — ] MPH Y w1 BES — Compressed Compressed
DAG ———————— BVcompress |~ gl Permute —  graph —» Transpose —»  graph
(forward) (backward)

MPH: minimal perfect hash, mapping Merkle IDs to 0..N-1 integers .
BV compress: Boldi-Vigna compression (based on MPH order)
BFS: breadth-first visit to renumber

Permute: update BV compression according to BFS order

e 6 o6 o

(Re)establishing locality

o Key for good compression is a node ordering that ensures locality and similarity

@ Which is very much not the case with Merkle IDs, ...but is the case again after
BFS(+LLP) reordering
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@ Research highlights: software evolution
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Software provenance and evolution

£10° -
5 «  New revisions per month - =7
£108] * Newfile contents per month - T
5 — =+ 60 exp(0.27 (t-1970)) Me i -7
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21074 - A
g 1 h+
510 M
o
z M . o
2" : .M
2 s
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£10° & & -
2 ™ s 2 e,
< o g a g = T P
L 4 = il i . *
: g RIE R -
210 = <] & G 6 5 a
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Key findings

@ The amount of original commits in public code doubles every ~30 months and has
been doing so for 20+ years; original source code files double every ~22 months

@ It is possible to trace the provenance of source code artifacts at this scale in a
compact relational model via the notion of isochrone graphs.

@ Rousseau, Di Cosmo, Zacchiroli

Software Provenance Tracking at the Scale of Public Source Code
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@ Research highlights: diversity, equity, and inclusion
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Diversity, equity, and inclusion

Archived commit metadata contains public information that can be mined to study DEI
traits of the global population of public code authors.

Gender gap — key findings
:

@ Male authors contributed 92% of public code
commits up to 2019.

trend (lowess(a=0.67,it=3,6=0))
f female authors

@ Female authors (and their commits) have grown
stably for 15 years reaching 10% of yearly
commits in 2019.

@ The COVID-19 pandemic has caused a trend
inversion (it is not just correlation!)

%"
1970 1980 1990 2000 2010
date

V.
@ Zacchiroli. Gender differences in public code contributions: a 50-year perspective. IEEE Software, 2021
@ Rossi and Zacchiroli. Worldwide gender differences in public code contributions [...]. ICSE SEIS, 2022
@ Casanueva et al. The Impact of the COVID-19 Pandemic on Women'’s Contribution to Public Code. Empir. Softw. Eng. 30(25), 2025
V.
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Diversity, equity, and inclusion (cont.)

Europe

North America

East Asia

Central and South America
Russia

Africa

Australia and New Zealand
Central and South Asia
China

Southeast Asia

Pacific

. West Asia

10
08
06
04
02

Geographic gap — key findings

o Early decades of public code dominated by contributions from North America,
followed by a period of alternating dominance between North America and Europe.

1995

1971
1977

@ Since then geographic diversity has increased constantly, with raising importance
of contributions from Central and South America.

@ Geo and Gender gap: the trend of increased female contributions is global, with the
exception of some regions in Asia where it is either slower or flat.

Rossi and Zacchiroli. Geographic diversity in public code contributions. MSR 2022
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@ Research highlights: cybersecurity
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Open source security

TOP 10 EMERGING
. o/ CYBERSECURITY
Open source software can be freely used, copied, and modified. ‘

Open Source Software (OSS) is everywhere

@ Huge boost for innovation! (e.g., reduced time to market)
@ 96% of (non-open) software products depend on open source (2022).

@ Open source is at the heart of the global digital infrastructure.

With great exposure comes great scrutiny... AR D

@ ...by both good and bad actors.

@ OSS is more and more targeted by attackers.
@ Increased policy attention to secure OSS, e.g.:

o US: Biden’s executive orders (2022, Jan 2025!) P
e EU: CRA, progressively coming into effect
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Software supply chain attacks

Reusing OSS via dependencies

ALL MODERN DIGITAL
INFRASTRUCTURE
e Software dependencies: a popular way of reusing open

source software.

@ Software product A uses functionalities implemented in
OSS product B...and so on.

VIL
Direct dependencies A T SOME.

RANBOM PERSON
IN NEBRASKA HAS
, Indirect dependencies BEEN THANKLESSLY
Library Indirect dependencies "® SINCE. 2":)"0”3G

A

based on xkcd.com/2347

Attacking the software supply chain

o Attacking undermaintained "leaf" packages (e.g., D) — efficient attack strategy
@ Many documented attacks: event-stream (2018), node-ipc (2022), XZ utils (2024), ..

Stefano Zacchiroli
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https://xkcd.com/2347

One-day vulnerabilities in open source

One-day vulnerabilities
@ Def.: vulnerabilities that are publicly known, but not fixed yet in software you use.

o Challenge: identify them quickly and exhaustively, then apply countermeasures.

@ Many tools available to detect one-day vulnerabilities via declared dependencies.

Reusing OSS via forks
...but OSS is also reused via forking: (1) start from existing OSS (e.g., Teeworlds game),

(2) create your own (e.g., DDnet), (3) periodically integrate changes.

Software Heritage 2026-02-04, ENS Lyon 30/38
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Vulnerability propagation through forks

(]

Any change to a piece of software (commit) can introduce a new vulnerability.

@ Or it can fix an existing vulnerability.

What happens if a project is forked between introduction and fix of a vulnerability?

It inherits the vulnerability, ... until the change with the fix is integrated.

Merge update

DDnet

[mein |
() (O)—() Teeworld

Merge update

[ =" ] DDnet
[00D+0 000 C
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swh-vuln: chasing one-day vulnerabilities across forks... at SWH scale

Approach
@ Start from a public DB of vuln. introduced/fixed in public commits (e.g., OSV.dev).
@ '"Color" the entire graph of public code development history with vulnerability info.

o Software Heritage is the only place where this can be done at the scale of all forks,
across all public code, independently of specific development platforms. .

@ Inform maintainers of vulnerable forks. (After validation.)

o Starting from 7162 repos in OSV, we identified 1.7 M forks potentially vulnerable in
their most recent commit.
e 86.6 M vulnerable commits were specific to forks, not findable with current tools.

@ We manually verified 152 cases, confirming 135 high-severity vulnerabilities in
popular forks; 9 were further confirmed by maintainers.

@ Romain Lefeuvre, Charly Reux, Stefano Zacchiroli, Olivier Barais, Benoit Combemale
Chasing One-day Vulnerabilities Across Open Source Forks
https://arxiv.org/abs/2511.05097
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Git allows rewriting history (of the version control kind!)

Git repository alterations
BIG BROTHER

$ git rebase --interactive <...>
$ git push --force

IS WATCHING YOU

o Useful feature! E.g., to clean your code before sharing it

@ Also annoying and risky on public branches

e Hinders reproducibility and voids availability of specific Git objects
o Supply chain concerns: what was altered and why?

@ How often are public Git histories altered?

@ When this happens, what is changed and why?

Note: forges do not keep the history of these modifications. SWH is the only place
where they can be analyzed.
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A large-scale analysis of Git repository alterations

Origin
github.com/john/x

@ Retrieve from Software Heritage 111 M Git
repositories (1) archived at least twice, (2) with
different states ("snapshots")

Snapshot A Snapshot B

@ For each repository, compare snapshots 2-by-2
to detect altered histories and the root cause of
each alteration

Commit 4

@ Classify altered commits by what changed
before/after alteration

Commit 1

initial commit
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Key findings on destructive repository alterations

@ 1.22M repositories contain altered histories (~1.1%)

@ 8.7M altered commits ~— Pro tip: make sure your important commits are in SWH!

A -

o Pull request branches: 37.6% — Might be OK, dependening on workflow

@ main/master branches: 11.4% — Concerning!

o Commit metadata (13.3%): author, date, message, ... — Risky for provenance & IP

o File/dir. changes (76.8%): retroactive file modifications and/or deletions
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Case study #1: License changes

~800K retroactively altered license files
on main branches

Spanning 32k repositories (76 with
1000+ stars)

79% version updates (e.g., GPL 2—3)
14% full changes (e.g., MIT—GPL)
Serious concern: retroactive changes

may de facto suppress previously
granted rights (without an archival

copy!)

Case study #2: Removing secrets

@ 13M file removals involved files/paths
referring to "secrets"

e Examples: private keys, certificates,
passwords

@ Spanning 75k repositories

@ Issue: History alteration % security
(archived copies persist)

o Keys must be rotated, not only purged
from Git

@ Might indicate poor security practices.

Stefano Zacchiroli
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GitHistorian prototype

@ Imagine you would like to avoid repositories with a track record of history
alterations, or at least be alerted about them, for vetting purposes. How can you? |

@ For demonstration purposes only, we developed GitHistorian, a prototype OSS tool
that leverages SWH data to address this need. )

T WY

$ git-historian check https://github.com/example/project --branch main --verbose
Connected to the Software Heritage database!
Found 2 altered history records for ’https://github.com/example/project’

Record #1:
Branch Name: refs/heads/master
Altered Commit: swh:1:rev:alb2c3d4e5f£6789. ..
File Path: assets/private/id_rsa
Status: Removed

[...] y

@ Solal Rapaport, Laurent Pautet, Samuel Tardieu, Stefano Zacchiroli
Altered Histories in Version Control System Repositories: Evidence from the Trenches
https://arxiv.org/abs/2509.09294
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Conclusion

o Software Heritage archives public code and its history as a huge Merkle DAG A
@ Analyzing it at scale (35/500 B nodes/edges) is a significant big-data undertaking

@ Gold mine of research leads in and around empirical software engineering
L WA A W
b N [ 4

F:
Learn more

o Research: www.softwareheritage.org/publications

o Development: www.softwareheritage.org/community/developers
Student opportunities

e www.softwareheritage.org/community/students

Stefano Zacchiroli / stefano.zacchiroli@telecom-paris.fr / @zacchiro@mastodon.xyz I
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Software Heritage Identifiers (SWHIDs) (

schema_version object_id

*
: : %1ddb23118f92d721809935e7a990cf58f1d07fa }
v v

prefix object_type

origin ctxt ;origin=https://github.com/chrislgarry/Apollo-11 }

(===l “snp” - snapshot
* visit ctxt ;visit=swh:1:snp:206c27c0c031lcbaacbb5fedddba8fe082dead836 J

“rel” - release
53 a1 C s anchor ctxt ;anchor=swh:l:rev:3913519854383d4d63Bc0485d6aa902f52f35828]

AN rev” - revision =

I:’ “dir” - directory path_ctxt ;path=/Luminary099/BURN_BABY BURN--MASTER IGNITION_ ROUTINE.agc ]

“cnt” - content "
lines_ctxt ;lines=64-72

An emerging standard

e Adoption: SPDX 2.2, IANA-registered "swh: "
URI prefix, WikiData P6138, ...

@ Breaking news: standard ISO/IEC 18670:2025

e Apollo 11 AGC excerpt

o Quake Ill rsqrt
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https://spdx.github.io/spdx-spec/appendix-VI-external-repository-identifiers/#persistent-id
https://www.wikidata.org/wiki/Property:P6138
https://archive.softwareheritage.org/swh:1:cnt:64582b78792cd6c2d67d35da5a11bb80886a6409;origin=https://github.com/virtualagc/virtualagc;visit=swh:1:snp:3c074afad81ad6b14d434b96e705e01d184752cf;anchor=swh:1:rev:007c2b95f301f9438b8b74d7993b7a3b9a66255b;path=/Luminary099/THE_LUNAR_LANDING.agc;lines=245-261/
https://archive.softwareheritage.org/swh:1:cnt:bb0faf6919fc60636b2696f32ec9b3c2adb247fe;origin=https://github.com/id-Software/Quake-III-Arena;visit=swh:1:snp:4ab9bcef131aaf449a7c01370aff8c91dcecbf5f;anchor=swh:1:rev:dbe4ddb10315479fc00086f08e25d968b4b43c49;path=/code/game/q_math.c;lines=549-572/
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